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1fegaRALD ul—l—)b Ct)nig Utility Physical Configuration

Physical View

@ Scan Device}-
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|
|
|
|
|
|
|
|

O

® Virtual Drives

@ Drives

® Configuration Wizard
® Logical View

® Events

LSIZ.Z

.

P ‘Driu:‘ Group Definition To add drives to Drive Group,hold Control key while selec ting
W g Unconf Good drives and click on Add to Array. Then Accept Drive

Group. Drive addition can be undone by selecting the Reclaim
button.

sk group
1sk Group(
isk Groupl

Add To Array
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LSIZ, .

n, select an array hole from the
o Span. Array hole will be added to the
» undone by s=lecting the

EES R
Disk Group

_MegaRALD BIOS

RAID Level
Strip Size

weess Policy

23 L Riad 10

I0 Policy

1 1. 089TB%s 7= 3%
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IBMi #$Raidsz =

L@y Virtual Drive: 0, 1.089 TB, Oprimai
LgmyDrives, Span: 0

H: Backplane, Slot:0, SAS, HDD, 276.875 GB, OnlineiProtected FL‘ \}R d 1 O
}_K. Backplane, Slot:1, SAS, HDD, 278.875 GB, Online:{Protected E— al

. Backplane, Slot:2, SAS, HDD, 278.875 GB, Online:(Protected

Ui Backplane, Slot:3, SAS, HDD, 275-875 GB, OnlinexiProtected = ) f-,\;
L gy Drives, Span: 1 \ q b4 %

i Backplane, Slot:4, SAS, HDD, 278.875 GB, Online:{Protected

|.K. Backplane, Slot:5, SAS, HDD, 278.875 GB, OnlinexProtected .
}.K : Backplane, Slot:6, SAS, HDD, 278.875 GB, Online:jProtected ﬁ% w
LK i Backplane, Slot:7, SAS, HDD, 278.875 GB,ODIWM» -—
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IBM InfoSphere Guardium Installer

Standard Installation

Custom Partition Installation

Custom Partitionm Installation (Graphical Mode)
Rescue Mode

o~ sk g
Joﬁ.“_#ﬁﬁﬁﬁﬁ x’e’
T Xk

Warning

The partition table on dewvice =da
(UMware, VMware Virtuwual S5 <4H955
ME) wa=s unreadable.

To create new partitions it must
be initialized, causing the loss
of ALL DATA on this drive.

Thi=s operation will override any
previous installation choices

about which drives to ignore.

HWould you like to initiali=ze this
drive, erasing aALL DATAY

<{Tab>~-<Alt-Tabh> between elements <Spacer> selects <F1Z> next screen

www.taifon.com.tw 8 Your Solution Partner
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elcome to Red Hat Enterprisze Linux Server
| Partitioning Type |

Installation requires partitioning of your hard drive. The
default layout i= reasonable for most users. You can either
choose to use this or create your own.

Remove all partitions on selected drives and create default layout.
Remove linux partitions on selected drives and create default layout.

se free space on selected drives and create default layout.
Create custom layout.

Which drive(s) do you want to use for this installation?
[] sda 48955 MB (UMware, UMware Virtual 3) [
]

Spacer,<{+>,<-» selection <F2> pAdd drive <F12> next screen

elcome to Red Hat Enterprise Linux Server

Review Partition Layout

Review and modify partitioning layout?

<Tab>~-<Alt-Tab> between elements i <{Space> selects i <F12> next screen

www.taifon.com.tw
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ell::l:lme tl:l Red Hat Enterprise Linux Serwver
| Partitioning

Device End Size Tuype Mount Foint
G UolGroupHH 4H83ZHM UolGroup
LU LogWUolAal 48321 =wap
LV LogUol88 36888M ext3 ’
sdevrssda

sdal 13 181M ext3 ~hoot
sda2 5221 4885ZM physical v l ﬁ' F F’
n

2 %

F3-Edit F4-Delete F5-Reset F1Z2-0K

lelcome to Red Hat Enterprise Linux Server
| Partitioning |

Device Start End Size Type Mount Point
sdevssda
sdal 1 13 181M ext3 <boot
Free space 14 5221 48852M Free =pace

i¥ free space %
£12E F74 3] T

]!!!!!' IIH!HII IIEHEHEII ]!!!!!!' ]!!!!i\ IIHI!II
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elcome to Red Hat Enterprize Linux Server
| fidd Partition |

Mount Point :

sdevssd

sdal File System type: Allowable Drives:

ext? . (") S
- - ; = 1=
& R/ %‘J ¥ %P]z] E_

10GB= F¥, 1 »
ext3th % f 5
(P %3 2306)

Size (MB):

[ 1 Force to be a primary partition

llelcome to Red Hat Enterprise Linux 3erwver
1| Add Partition |

Mount Point:<Not Applicable’

sdevrssd
sdal File System type: Allowable Drives:
sdad sof tware RAID

- #lswap, 4p %
4GB 7 B
(p % 22006)
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sdevssd
sdal
sdad
sda3d

Add Partition

rﬂnunt Point:

File System type:
ext2

Size (MB):

Allowable Drives:

[*] TEWs
[ |

Fl1-Help

FZ-New F3-Edit F4-Delete

Llelcome to Red Hat Enterprise Linux Serwver

dev-sda
sdal
sda2
sda3d
s=dad

sdab

Partitioning

F5-Reset

F12-0K

Device Size

181mM
188811
4891M
26756M
Z6756M

Type

ext3
ext3d
Swap
Extended
ext3d

Mount Point

~boot
#

F3-Edit F4-Delete

www.taifon.com.tw
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lelcome to Hed Hat Enterprise Linux Server

Boot Loader Configuration
Which boot loader would you like to use?

(%) Use GRUB Boot Loader
{ ) No Boot Loader

<Tab>~<Alt-Tab> between elements i <Bpace> selects i <F12> mext =screen

lle lcome to Red Hat Enterprise Linux Serwver

| Boot Loader Configuration |
A few systems will need to pass special options to the kernel
at boot time for the system to function properly. If you need

to pass boot options to the kermel, enter them now. If you
don’t need any or aren’t sure, leave this blank.

[ 1 Force use of LBA3Z (not normally reguired)

{Tab*>-<Alt-Tabh> between elements i <{Space> selects i <F12* next screen

www.taifon.com.tw Your Solution Partner
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llelcome to Red Hat Enterprise Linux Serwver

{ Boot Loader Configuration |
A boot loader password prevents users from passing
arbitrary options to the kernel. For highest
security, we recommend setting a password, but this
is= not necessary for more casual users.

[ 1 Use a GRUB Passzword

Boot Loader Password:
Confirm:

{Tab>-<Alt-Tab> between elements i <3pace> selects i <«F12> next scree

lelcome to Red Hat Ewnterprise Linux Server

Boot Loader Configuration
Where do you want to install the boot loader?

dev-sda Master Boot Record (MBR)
sdevssdal First sector of boot partition

<Tab>~s<Alt-Tab> between elements i <3pace> selects i <F12> next screen

www.taifon.com.tw Your Solution Partner



elcome to Hed Hat Enmterprise Linux Server

Boot Loader Configuration |

The boot manager HRed Hat Enterprise Linux Server uses
can boot other operating systems as well. You need to
tell me what partitions you would like to be able to
boot and what label you want to wuse for each of them.

Default Boot label Device
* Hed Hat Enterprisze Linux Server ~sdevrssdaZ

<{Space> =elect | <FZ> select default | <{F4> delete | <F12> next =creen>

elcome to Red Hat Enterprisze Linux Server

Boot Loader Configuration |
Where do you want to install the boot loader?

dev-ssda Master Boot Record (MBR)
sdevrsdal First =ector of boot partition

<Tab>-<fAlt-Tabh> between elements <3pace> =selects <F1Z> mext =creen

www.taifon.com.tw
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llelcome to Red Hat Enterprise Linux Server

Format Disk*®

Formatting ~» file system...

{Tab>-<fAlt-Tab> between elements i <Space> selects i «F12> next screen

Welcome to Red Hat Enterprise Linux Server

{ Package Installation

Name : perl-5.8.8-38.el5-i386
Size 1 29847k
Summary: The FPerl programming language

% % Package

13«

Packages
Total 3 353
Completed: 54
Remaining: 299

19:
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EYesk { sxclitk 5

Command line interface password

Please press YES to change the default CLI password, or ,FN ,a_ Y
NO to proceed with the default. ?HE% ’ 33 O g ;E i
L]
» G guardium

GUI ADMIN password
Please confirm the passuword:

l

<Cancel>
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GUI ADHIN passuord
Please confirm the password.

|

{Cancel?

ACCESS MANAGER password
Flease confirm the password:

{Cancel?

www.taifon.com.tw

K ZGUI R @ ¢admin
LR, £ & fia X
PR KRFER

RETRGE R 23 ¥ accessmgr
"'E%u?}ﬁ, g‘gj\*‘rﬁ’k
BB RFER
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Aggregator
Please press YES to proceed with the default, NO to
this machine an AGGREGATOR.

WELAL et d
YES % Collector
No 5 Aggregator

netplugd OFF
pcscd OFF

rdi=sc OFF
restorecond OFF
Rebooting

deploys in accordance with the definition of "Install” in this LI document:
(ii) the number of applicable PUUs or RUUs in accordance with the definition
PUUJ or RUU in this LI document.

The number of Resource UValue Units (RUU=s) Licensee reguires for this Program is
based on Million Service Units (M3Us) capacity of a machine.

The required number of RUUs is determined according to the following table:
MSU based RUUs:
1-3 HMSU=s., 1 RUU per HMSU is required
4-45 M3SU=., B.45 RUU=s per HMSU is required
46-175 MSUs. B.36 RUU=s per M3U i= required.

176-315 M3SU=. B.Z7 RUUs per HMSU is required.
316+ M3U=, B.Z RUlUs per M3U is required.

L-DTIS-8AUMIU
CT5Y1ML

agree to the ahbhove license? [yes- nol: yes

www.taifon.com.tw Your Solution Partner
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nard login:

B#x=, ' Bloging
@ i » CLI#C;N

ward login: cli
‘azsword:

IBM InfoSphere Guardium

nauthorized access is prohibited ’if Cl il‘l‘lE %);U{Ei' )\

» 2

. 518 R{TRB
it is vmware - I
hanging password for user root.
passwd: all authentication tokens updated successfully.
System root password have been successfully reset using passkey: 46686525

lease save passkey value in your documentation for future Techwical Support r

accessibility

elcome cli - this is your first login in this system.
Tonr password s EXpiTed .

hanging password for ’cli’.

‘nter _current nasswnrd:

Changing password for ‘cli’. > 12 Sl Y 2
Enter current password: ﬁ M ﬁﬁ'mﬁ,‘ﬁ%, ? %E% ”é gL
Enter new password: l

Re-enter new passuu_rd: ;% é; ‘1 g ‘}., :_f,]cli**s:’i\“

guard.domain.com>

www.taifon.com.tw Your Solution Partner



Guardium # IP% % b o]l

emopl.1.quardium.com> store network interface ip 18.18.9.242
This change will take effect after the next reboot. SR e
o g T AP

viemopl.1.quardium.com >store network interface ip xxX.XXX. XXX. XXX

vlenopl.1.quardium.com’ store netuork interface mask 255.£35.255.0
This change will take effect after the next reboot.
ok

2% Z_subnet mask
>store network interface mask xxx.XXX.XXX. XXX

denopl. L. quard iun.con} store network route defaultroute 18.10.9.040
This change will take effect after the next reboot,
of

WA

>store network route defaultroute xxx.Xxxx.XXX. XXX

vdemopl.1.quardium.com) store network resolver 2 166.95.1.1 DNSZ& %

This change will take effect after the next reboot. >store network resolver 1 Xxx.XXX. XXX. XXX
[dns1-3] [ip]

ok

~ s g hIma

8

/:2‘ é'i‘pi: ?F‘:\:)I{ :)i:l‘; \,: ﬁb,
2 3 SMySQL DB, # #2 %
>store system clock timezone Asia/Taipei

X

0011~ goucompiny, com) store syste clock tinezone sia/Taiped
I *® i;% LRI a2, N Frestart systemE #

www.taifon.com.tw 21 Your Solution Partner




. FrEEEs
Guardium# 2% 2.(%)
ERPBRETT 430, ¥ d 5P EESSH Vg s

011-1.you datetime 2012-12-0€ 1:30

DateTimeik %, &k = ¢ 34 iTrestart gui
restart I:;{l_li' command as soon as >store System clock datetime yyyy—mm—dd
hh:mm:ss

ERER Y

>store system host [host name]

m domain quardium.com WERER L %g’_
>store system domain [domain name]

X R
>store license console
kg & AGUI

M £
T B restart system
1% stop system

www.taifon.com.tw 22 Your Solution Partner
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) REFES
Guardium T #7Patch#f

WeliTRIF
fileserver ¢ k<
wfile service

Firefox =

| 5QLGuard File Management X | = |

€ 192168222151 E 3‘5 }\ﬂ iﬁg

http://IP
iZ£ #upload patch

Sglguard logs

Upload a patch

Firefox ~

| [ ihttp//192.168 _151/upload.html | =]

= 192.168.222 151/upload htrr

File to upload: D:8qiCuard-90p02_GPU | gl | %‘2‘? i %ﬁ' ﬁjpatCh%
sqlguard*. enci¥ t @
[ UPLOAD | = 3. %

www.taifon.com.tw Your Solution Partner



http://ip/

Guardium { #Patch#¥ ()

DAMCO2P . yourcompany.com> fileserver

reating the 1

Starting the f£i T . You can find it at http://DAMCOZP.yourcompany.com
to €00 seconds and it may timeout during the uploading.

Stopping process

DEMCO2E. yvourcompany.con® store system patch install sys
¥ E ¥

The backup profile i= not =set for saving the backup file when patch installation
failed.
If you want to save the backup file, please answer
and run CLI command "store backup profile™ to set
rou want to continue (yes or no)?

he patches directory:

October 2012.tgz.enc

Please choose patches to install (1-1, or multiple
g to guit): 1l

. yourcompany.com> show system patch installed

Who Description u 1 tatus
CLT SqlGuard-9.0p02_ )4 14: : 4 Preparing
to install patch.
ok

www.taifon.com.tw 25
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HEEGE 8w I
cli™ $# FENTER ¢ M
Ffile service

F {7store system
patch install sys
¥+ #yesis € 7 Ik
+ @ gpatchtd, i &
& § #repatchtdh &,
AR AT B
cli mode

# i7show system
patch installed
AF { Ak e
#r2_patchth
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Windows i 4% & STAP

ZIF (R o B04E ST 1 e B = ERRIEa E -

Ly

BT R ET BT 3 -
& = i [BE AT S5 18] B &% -
| dministratot s ENE_GD_@-TAP_WINDOWE_90

[ C-\Documents and Settings\bdmintstrator S ENS_GD_S-TAP_WINDOWS_3.0'Windows_Stap_r43443_Installer

£ - | ) | 48R0 [ ey B [BE |

[ Zpprogram files | BFEREEE 20131028 EF 11:51
OSystem# HREHR 01388 EF 1131
) Windorws BIERT 0131428 L 11:31
00409 ini JARESNEIE 20107323 F4F 05:44
% utorun inf T 2012821 £ 08:04
=] budld prop PROP #83 2012821 £F 08:05
% g8 brnp EifE ER 2012821 FF 0745
IS IBM InfoSphere Guardivm 5-T... Windows Installer 3. 2012/8/21 4 08:04
IEM InfoSphere Guardinm §-T... PDF 3 012821 £ 08:04
Efltnstmstw exz FERE, 004/11128 £ 10:...
2] 158etup Al FERE T 012/8/21 £ 08:04
B setup exce FERTZH, 20128/21 kF 0804
b Setup ini IRRESREIE 20128121 H4F 0304

=

www.taifon.com.tw
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FEEFEE
Windows i 4% #STAP (§)

IBM InfoSphere Guardium S-TAP - InstallShield Wizard

Guardium license

International Program License Agreement - I

Part 1 - General Terms | > i{: ﬁk{gﬁﬁ’ “r

BY DOWHNLOADING. INSTALLING. COPYING. ACCESSING. CLICKING ON AN :
"ACCEPT" BUTTON. OR OTHERWISE USING THE PROGREAM. LICENSEE AGREES ’F
— /

iy (PN |

TO THE TERMS OF THIS AGREEMENT. IF YOU ARE ACCEPTING THESE TERMS
ON BEHALF OF LICENSEE. YOU REPRESENT AND “WARRBANT THAT YOU HAVE
FULL AUTHORITY TO BIND LICENSEE TO THESE TERMS. IFYOU DO NOT AGREE
TO THESE TERMS.

-DO NOT DOWHNLOAD, INSTALL. COPY. ACCESS. CLICK ON AN "ACCEPT" vl

f*" | accept the terms of the license agreement Print I

< | do not accept the terms of the license agreement

] | (" NPCRRVIE

lnstallSheld —

I MNext > I Cancel

BETBM InfoSphere Guardiuam S-TAP - InstallShield Wizarxrd | >< |

L0 Select a user account

£ & Fx & STAP

HNOTE: The user account FMUST hawve administrative privileges AMND the Logon as 1 b’ 2 Ié )a' 9
' SErvicerTi Z_

a service privilege

User name: "l"«E %);LJ’ ? ]. Oca ].
I Browse. .. I - e
Password: SYS tem s ¥ L) .‘.‘.l'- E’

Specify a user account to use for running the STAP service.
Leawve this empty in order to use LocalSystem [Default).

»

0
Zﬁ])\aﬁ*%‘—r“

InstallSheld -}5
< Back | MNext > I Cancel ]

www.taifon.com.tw Your Solution Partner



Windows i 4% #STAP (§)

IBM InfoSphere Guardinm S-TAPF - InstallShiecld Wi=s

Setup Type
Select the zetup tppe ta install.

Click the tppe of zetup vou prefer. then click Hext.

£ Tepical F'r%ram will b= installed with the most commmon options. Becommended for
most uzers.

i Compact Program will be installed wiith mininun required options.

rou may =elect the options vou want to install. Becommended for adwvanced
uzers.

Imstallshield

< Back I MHex=t > I Cancel

IBM InfoSphere Gunardinom S-TAF - InstallShield Wi=s

Choose Destination Location

Select folder wwhere zetup will install files.

Setup will install IBER InfoSphere Guardium S-TAP in the following falder.

T o install to this folder. click Mext. To install ta a different folder. click. Browse and select
another folder.

C:%Frogram Files G uardiums»G UaRDIUR_S TP Browse. .. I

|* D estination Folder

Irstallskheld

Cancel

www.taifon.com.tw
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Windows i 4% #STAP (§)

IBM InfoSphere Guoarndiom S-TAFPF - InstallShaeld Wi=a
Select Features

Select the features setup will install.

%ect the features vou want to inztall, and deselect the features vou do not want o install.

EI - STAP — Dezcrniption
; [ 1ORACLE Encreption plugin[A50] Tap local IEM DEZ2 shared

[w] FMESAL Erncrpption plugin mermory databaze raffic 1 e /r_’, Iﬁ 25
[11EM DEZ Shared Memory kMonitar [Kernel mode) 3% _Q ". 9 l L

[Cas
v Local Host konitor EZ rﬂ, ~ -
[w] Hamed Fipes Sniffer -p’ DBﬁ $E-, 33 # "Q %
rMS SOL Shared MEI‘I‘lD[_I,J Siffer I
IBFA D ! tar ] : ] ? - 2 S |
Jg TRV
101.84 B of space required on the C drive )
35984 20 ME of space awvailable on the C drive v Y
k - >
ImstallShield =
e (MSSQL =3 V'J )

< Back I MHext = I Cancel

IBM InfoSphere Guardiam S-TAP - InstallShield Wizard
Setup Status

IBM InfoSphere Guardium S-TAP is configuring your new software installation.

iy BN

Copying new files

[/ 1IN |

Cancel

www.taifon.com.tw Your Solution Partner



FEEFEE
W1ndows i #5—& %STAP ()

S-Tap Configuration

Enter the IP address or host name of the Database server:

IP/Host j1sz18=.97.34

ﬁjx 8P

IBMM InfoSpheryre Guardiam S-TAP - InstallShield Wizaxd

Guardium appliance Configuration

Enter the IFP address or host name of the Guardium appliance -

i 1o ee e $ﬂ>~ Guardium
. Collector & 8IP

Question

; 73 #7HAWS, v BYES v 4
i '9‘ Would you like to configure an additional Guardivm appliance?

€ ¥ - sGuardium IP, X3 # * HA
¥ % NO

www.taifon.com.tw Your Solution Partner



FEEFEE
Windows i 4% #STAP (§)

Ik InfoSphere Guardianm S_TAPF — IanstallShield ¥Waizaxd
Guardium appliance Configurat ion

Enter the IF address or host name of the Guardium appliance -

ﬁ] » Standby
Guardium 3 #$IP

Question

@D o e o o Gt e £ 7B & 4 E v Guardiumi

2w |I[[=o ’Q‘Z%Q??NO

Question

.er Would you like to staxt the Guardium S-Tap service?

ExdGuardium S-TAPPR 7%

g
O

=) & ()

IBM InfoSphere Guardiuam S-TAP - InstallShield Wizaxd
Guardium STAP Diagnostics

Information

|
SUCCESS: Guardium STAP registration has been sent b

o 168 :

SUCCESS: Guardium STAP registration has been sent to £ I = 2

INFO: Guardium,_S TAP Started ‘}_. g é ﬁh PR } 2/ 2 'Y “E
2 i L {

www.taifon.com.tw Your Solution Partner
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Windows i 4% #STAP (§)

IR InfoSpherxyre Guardiam S-TAP — InstallShield Waizaxd

A ] ‘.}.
InstallShield Wizard Complete 'ﬁ é' !:

Setup has finished installing IBER InfoSphere :f
SGuardium S-TAF on yvour computer.

Windows*~ § & #7
B8 7P| R

.,
oS
imne-

—

e EREAE)
BE | » » m I m

iHRT— (B[S B AR RIS - HFE - |tk | 4AsE | E5EhiERY « |
%En‘nr Reporting Sersice .. EBEEh B

5 5
- o e | TIRIRP V5 T
88 GUARDIUM Database Monitor i. BEEh  FaE

/2 * 5

8 GUARDIUM DC Connector . DEEh 58 3 llg Gua]_"d 1 umpﬁi}
S UARDIUM_STAP .. CEE B8

HEIT a0 Op oot 2 A T = -] I — |- || R
SRy HTTP 851 SEME... Fa&h
&8 Hurnan Interface Device Access i=H > X
88 IMAPI CD-Burning COM Serv.. =H %g %’ 15 E:: K?
%Inﬂe:-dng Service =H
%Intemite Messaging =H :lg 3 12
884 IPSEC Services E&h P Ri} '% .lll
%Kerberos Kew Distribution Center 1=H

%License Logring =M
%T.ncﬂ‘r‘ﬁ] Tizlk blana oar | =E
]

www.taifon.com.tw Your Solution Partner



Taian Your'Solution Partner

Guardium Collector
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Guardium 3 #% » (Collector)

|@IBM InfoSphere Guardium (colle... |@IBMInfoSphere Guardium (aggr... | + |

€| hups/1921683308M3] |

IBM" InfoSphere™ Guardium®
BA
A ST

R

i :

HIEE » —EERIT LR AT EENIEL 1
ERITEHEA

A

Licensad Materizks - Property of IBM, 5725A85, 5725A86,
5725A87, 5725A89, 5725A90, 572591, 5725452, @ Copyright

NN M1 TAM Crenneation TRM . TAM #25= TnfnGnhans 2

EEE SEO® B2 BRSO BEG® IEO =S|

@ - ™ https://192.168.0.140:8443/sqlguard/media-type/html/user/admin/page/default) 77 -
£ BT | FHTEEE 5 HIEFE

(E) IBM InfoSphere Guardium (CM)

IBM” InfoSphere™ Guardium®

G5000 - Central Manager - Agaregatc

System View < || Administration Console || Tools || Daily Monitor || Guardium Monitor || Tap Monitor || Incident Management
S-TAP Status Monitor

Using Merge Period Between 2012-11- 14 and 2012-11-28.

Aliases:

sSTAP S TAP DB Server o .. lLast Primary Host Win DB2 Win Local = Firewall
C N PR N rypted?
Host Wersion Type Stalus peceivea Mame shm Tce Bipes Enot Installed

Not an STAP UNIT

€} €F Records [ 1 Jto1of 1 3 (D 3 &5 by b = @ B Caed o

Current Status Monitor

Analysis Engine
o0-0
o

www.taifon.com.tw

Request Rate

Start Date: 2042-11

CPU Usage

Start Date: 2012-11

Sk Ea i

% iEFirefoxs IE
(¥ 2 % %SVG
V1ewer)ziﬂ/ﬁ$ﬁ .
Collector IP
https://1P:8443

By 7 B B

* admin user
Ericad
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https://192.168.3.30:8443/

Guardium #3S-TAP3K <_

DB eSTAP=% % % 14, d Guardiumi # + ¥ § |t 3
B, 25§ itk L

(' @ https//192.168.222.151:8443/sqlguard/media-type/html/user/admin/page/default. psml/js_pane/P-13b64a07610-10021%0rg.apache.catalin

IBM" InfoSphere™ Guardium®

SystemView&?’ Administration Console || Tools || Daily Monitor | Guardium Monitor | Tap Monitor | Incident Management

S-TAP Status Monitor
~aliases. OFF

DB Last 2 i
S-TAP Instance Primary Host MSS o Firewall
S-TAP Host Version :erver Status Resmns Nang. N KTAP TEE Shm Pipes Encryp wlnshll i

192.168.97.929.0 43443 Active fg_’gg“ 192168222151 Yes No No No s Yes Unencrypted No

Current Status Monitor
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Guardium #S-TAP*& =_ ()

ools || Daily Monitor | Guardium Monitor || Tap Meonitor || Incident Management

Administration Console i
@ i& » S-TAP Control
Data Management L
Central Management S-TAP Host Status Last Response Y o }?‘ - bt
Local Taps %) 65 B/ (@) 192.168.97.92 ©©@ 2012-12-04 16:23:58.0 g‘!‘ﬂ% ‘=1 A “I_ 1 t
CAS Status G '
SSH Public Key Manageméent o
| S-TAP Control l Application Server Onf 1 g
G User Identification

Guardium Hosts
Inspection Engines

Refresh I [ Comments...

& S-TAP Configuration - Mozilla Firefox = =[S

| M https//192.168.222 1518443 /editAgent.do?method =init&org.apache._catalina filters. CSRF_NOI |

@

S-TAP Configuration
Host: 192.168.97.92
Last response: 2012-12-04 16:24:28.0
Version: 9.0.43443

#] Details

s N 2L Add Inspection

" S Engine, # » DB4p M

Protocol

Port Range
= ﬁ > "
Client Ip/Mask / Add Pair P , hJ
Y

Exclude Client Ip/Mask Add Pair

Process Names

Named Pipe

[ Cancel ][ Apply ]

Your Solution Partner
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Guardium #3S-TAP% z_ (i)

- PAMSSQL 5 &

Messages [J|Remote [Jf]Sysiog

Alternate ips .
Shared y [ IDisabie [lAlert I O O' O
| shared Mem. mMonitor [ |mMSsaL [ DBz [J]Tse b — M

Tamed Pipes Monitor 7| For Network

e e e Port Range: #%DB#ti& * Port

Oracle Encryption [

Sybase Encryption

_ * > L)
SQL Server Decrypt (@) None Kerberos and SSL SSL Only 1 en aS .
Kerberos Cred. Map (@) At Startup. Sync () On Demand. Sync () On Demand. Async L]

TLS | Use | | Failover
Compres. Level o - 2 .::
AIICan‘(.:ontrol » - ‘QR “a 0. 00 0. 0/00 00 00 0
¥ Change Auditing
= Application Server User Identification » P - 1
S, Process Name:MSSQL¢ p 7+ !

= Inspection Engines

=] Add Inspection Engine... ._\“ i ﬁé )
Protocol DB2 £ -

Port Range 50000 - 50000
Client Ip/fMask  1.1.1.1 Add Pair ] I .t N . )‘ w /é )!'.
Exclude Client Ip/Mask ’ Add Pair J nS ance ame ° fn l
DE Install Dir [
Process Name ? Ol
DBE2 Shared Mem. Adjust. S0 r’
DE2 Sh. Mem. Client Pos. ©1440

* == 4 Add

ArAA92 168 222 31531 -8343

onfiguration
Host 1S2 1685 97 .92
Last response: 20121202 152228 0

Version: 9.0 23223
Details
Change Auditing
Application Server User Identification
Guardiurm Hosts
Imspection Engines

Protocol DE=

Port Range SO0OO

CTlient IpsAAasic ©.C. OO

Exclude Client Ip/MMasic * . »
FProcess Mames DBI=SryScs Ex<e ﬁ — 5
o —— 3 VY

DEZ2 Sh. Mermnm. Client Pos. o=1==0
DEZ Shared Mem. Adjust. SO

e I Inspection Engine

= Adda InsSpection Engine._ .

e % & {4 Bhi% Apply

Exclude Client Ip/MMasic

Process Mames

73 -~ S
e T ’?ﬁ F <
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Guardium #S-TAP% z_ (i)

System View || Administration Console < | Tools || Daily Moniter | Guardium Menitor || Tap Moniter || Incident Management

Administration Console

" ApRICATON Server
Configuration User ldentification

Data Management Guardium Hosts

Central Management Inspection Engines

Local Taps 5-TAP Host Status Last Response
CAS Status &5 |an B (@ 192.168.0.48 ©@@@ 2012-12-19 15:45:26.0
S5H Public Key Management
S-TAF Control
S-TAF Certification

Details
Change Auditing

Application Server
User ldentification

HHF

Guardium Hosts

H

Inspection Engines
5-TAP Host Status Last Response
w5 sl & (B 192168235 ©@O@ 2012-12-19 15:45:21.0

Details
Change Auditing

Application Server
User ldentification

FHH

Guardium Hosts

HH

Inzpection Engines
S5-TAP Host Status Last Response

Guardium Hosts
Inspection Engines
5-TAP Host S5tatus Last Response
[ 10.0.0.23 @@ 2012-12-21 22:42:31.0

Change Auditing

Application Server
User ldentification

Guardium Hosts | \IQ::: s.//10.0.0.19:8443 ftapagents.do?method=toC

Inspection Engines @

5-TAP qu nds
i | - 5-TAP Host 023
& L @ Command Restart ,
STAPIR 7%
Hunter [ Cancel I] [ Apphy ]
Change Auditing

Application Server
U=ser ldentification

HEH

e

HEBE

Guardium Hosts

#

Inspection Engines
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Guardium #S-TAP*& =_ ()

Sk Ea i

System View <® || Administration Console || Tools
S-TAP Status Monitor
Aliases: OFF
DB
S-TAP Host S-TAP Version Server
Tvpe
192.168.0.113 8./B2.43049 ORACLE
192.168.0.113 8./82.43049 ORACLE

192.168.0.161 STAPw82_r411683_1-20120517_0854
192.168.0.171 STAP-vE2_r41163_1-20120517_0854 ORACLE
192 168.0.35 STAPwE2_r33264 1-20110808_ 0800 0RACLE
192.168.0.48 B \VE82.45596

192 168.2.35 882 43049 MSsaL
182 168.2.36 8382 43049 MSSaL
192.168.2.40 8 VE2.43049 ORACLE
192 168.2.50 332 43049 ORACLE

€ €P Recoras [ 1| to 10 or 10 {3 €D

Current Status Monitor

Net Inspection

S-TAF Inspection

www.taifon.com.tw

Daily Monitor

Status —

Guardium Monitor

Last Response

Tap Monitor

Primany
Host Hame

Active 2012-12-19
Active 2012-12-19
Active 2012-12-19
Active 2012-12-19
Active 2012-12-19
Active 2012-12-19
Active 2012-12-19
Active 2012-12-19
Active 2012-12-19
Active 2012-12-19

Analysis Engine
0-0
59

15:48:20
15:48:20
15:48:20
15:48:22
15:48:23
15:48:20
15:48:20
15:48:20
15:48:20
15:48:20

S5 e bl 28 (3 B T o

192.168.0.142
192.168.0.142
192.168.0.142
192.168.0.142
192 168.0.141
192.168.0.142
192.168.0.142
192.168.0.142
192.168.0.142
192.168.0.142

Incident Management

za

Pipes Encrypted?

40

Unencrypted No
Unencrypted No
Unencrypted No
Unencrypted Mo
Unencrypted No
Unencrypted No
Unencrypted No
Unencrypted No
Unencrypted Mo
Unencrypted No

< @ i -

Free Disk:
60 GB

DB 0% full

EFX ¥, »S-TAP
Status Monitor+® % I

S

N

*
YL
n
w"
G
EX ¢
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7.4 STAP (S-TAP Control ) MS SQL 3

Host: 192 168 195 30
Last response: 2012-01-28 11:52:45.0
Version: S0 43443

= etail=s

Load balancing O
Messages FlEn'ln—tE S}sl:}g

Alternate ips

i [l Lot
Shared Mem. Monitor mssaL [ oz [ ]Tap

Mamed Pipes Monitor Dn |:| For Metwork
Local TCFP Monitor Dn For Metwork
App. server user id. O
Drracle Encryption I:I
Sybase Encrypticn |:|
Sl Serwver Decrypt | | Mone | | Hoerberos and S5 (@ SSL Cnly
Herberos Cred. Map -é-A‘t S-tarn:p-. Sync (7 Cn Dema;d. Sync (7)) On Demand, Async
TLS Iil s I:I Failowver - -
Compres. Lewel O
Al Can Contral [
Change Awuditing

Application Sernver User ldentification
Guardiurm Hosts

=l Ins pection Engines

Protoocol MSSOL
Fort Range 1433

Client Ip/Mask ©0.0.0.0
Ewclude Client IpiMask

Process Hames S SERWVR.EHE
Hamed Pipe SCOlLW2UER FIFEWSCL L C-CAL

Instamce Mame MSSO SERVWVER

LAk} ‘i = .

cancel | [ Apphy
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.3 STAP (S-TAP Control ) DB2 & = i&

hitps/192 168 222 1528443 /editbgent. do?method =init&org.apache_catalinafilters.CSRF_MOI

Load balancing

Messages

Alternate ips
[(mssaL [[Doez [&F]Tap

Shared Mem. Monitor

o

Remote Syslog

Mamed Fipes Monitor
Local TCPF Monitor
App. server user id.
Crracle Encryption
Sybase Encryption
S50 Serwver Decrypt
Kerberos Cred. Map
TLS
Compres. Lewel
All Can Control
Clhange Auditing

[on 7] For Metwork
[F]on For Metwork
i

=
=

i@ Mone (7)) Kerberos and SSL ) SSL Only
i@ At Startup, Sync ([T)COn Demand, Sync ([ On Demand, Async

|:| [WE=T=Y |:| Failowver
O
[l

Application Server User ldentification

Guardium Hosts

= . —

Protocol
Fort Range

Client Ip/Mask
Exclude Client Ip/ilask
OB Install Dvir

Process MHame

FEZ2 Sh. Mem. Client Pos.
PBEZ2 Shared Mem. Adjust.

Instance Name

oBZ
50000 - 50000
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