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OS user ID
Client host name
Domain login
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MAC
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Failed logins
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SQL patterns
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Dne User One IP DDL Commands
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* , DOL Activity Client IP Server IP Server Type SQL Verb Count of Object Hame Total access
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152.168.1.121 customer.fin.com ORACLE CREATE TABLE
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Oracle 8i, 9i, 10g (r1, r2), 11g, 11i
Microsoft SQL Server 2000, 2005, 2008

IBM DB2 LUW (Windows, Unix, z/Linux) 8.0,8.2,9.1,95, 9.7

IBM DB2 for z/OS 7,8,9,95,97

IBM DB2 LUW for iSeries (AS/400) V5R2, V5R3, V5R4, V6R1
IBM Informix 7,8,9,10,11, 11.5
MySQL and MySQL Cluster 4.1,5.0,5.1

Sybase ASE 12,15, 15.5

Sybase IQ 12.6, 15
Netezza 4.5
PostgreeSQL 8

Teradata 6.x, 12, 13
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Guardium % #-2 3% - : Port Mirror

Copy of network packets observed on the switch port
connected to the data server is sent to the Collector

= No impact on data server performance

Mirrored
Database

Requires network switch with port mirroring: Traffic

— Switched Port Analyzer (SPAN)

— Roving Analysis Port (RAP) Collector
Access

Requires direct connection to the Collector

Existing switch may not be able to accommodate multiple
data servers connected to that switch

Added cost of network switch with port mirroring feature

Encrypted and local connections will not be monitored Database
Traffic

Only recommended if network hardware already exists and
data server cannot handle any additional software load
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Guardium = #= ;%= :Software Tap (S-TAP)

Host-based DBMS-independent software agent that sends
network and local database activities to Collector

» Monitors all database activities at Operating System level:
Collector —TCP, Shared Memory, Named Pipes, Bequeath

A
CTSS Handles encrypted traffic:

Mirrored — SSH/IPSEC, Oracle ASO, SQL Server SSL

Database
Traffic Does not require any changes to database environment

Installed only once on every system regardless of how many
database instances and types are running on that system

IIIIl!I! T

Database N _ |
Traffic No additional hardware cost and lower implementation cost

+
Mirrored S Specific traffic can be filtered such that not all traffic is sent

Database | to the Collector. This reduces network load significantly.

Traffic ‘
(filtered) Less than 5% performance impact on data server

S-TAP . . _ S-TAP is the recommended database activity monitoring option
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Guardium % 473 ;¥ = : Network Tap

Dedicated network tap hardware sends copy of data
server traffic is to Collector (similar to port mirroring)

= No dependency on existing network hardware
No impact on data server performance
Added cost of network tap for each data server
Requires direct connection to the Collector
Data server has to be taken offline for installation

Encrypted and local connections will not be monitored

Only recommended if data server has a high load and
cannot handle any additional software load
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Web / Application /0S Oracle on
A Servers Z Linux for

W Mainframe System z
§ Collector

Collector
i

o i
S'TAP Web / Application
Servers
PR

Internet PASASEL

/

u ) e Central Policy Manager
S-TAP e 4 &Audit Repository

% oh A 3
F Web / Application
Servers

Integration with
LDAP, 1AM, SIEM, [BM
TSH, BUC Kemedy, ---
Tap Port : 16016
Client Port : 9500 o =
https Port : 8443
Others : FTP ~ SCP
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Administration Console 1] (] (@) () ()

Configuration Setup

System
Inspection Engines
@0 Policy Installation
Portal Global Profile
Application User Translation
©0 Alerter
@@ Anomaly Detection
@ session Inference
@@ P-to-Hostname Aliasing
Upload Key File
Query Hint
Incident Generation
Flat Log Process
Customer Uploads
Data Management
@ Data Export
@@ Data Archive
Q0 Results Archive
Data Restore
Archive Catalog

Fenort Imnort

Data Archive

Configuration:

J| Archive data older than: Dayis)

lgnore data older than:

EMC CENTERA
TSH

@ 5CP
Host:
Directory:
SCPIFTP Username:
Password:

Re-enter Password:

Dayis)

| Archive Values

* (optional)

7s.uardium.com> store
ok

g7s.guardium.com> store
ok

g?s.guardium.com> store
ok

7s.uardium.com> store
ok

g7s.9uardium.com>

F0EYEYHRE
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storage-system Centera backup on
storage-system Centera archive on
storage-system TSM archive on

storage-system TSM backup on
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- IRRE: ThE/ N
- Scheduled Jobs Exceptions

- Audit processes
- Correlation alerts

- Configuration changes

- CAS templates
- Auto Detect process
- Classification process
- Vulnerability Assessment

WERERF
- S-TAP
- CAS
- Data Upload (Domains)
- LDAP Imports

Database Activity
Patterns
- Database types
- Database Servers
- Session/SQL Count
- Activity rates
- Ignored data
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