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4o https://192. 168.51. 31:8443

@ 1BM InfoSphere Guardium (DAMC... | + |

//192.168.51.31:8443

IBM® InfoSphere™ Guardium®

Login
Please enter your information

User name:

Password:

Please note that after some time of inactivity, the system
will log you out automatically and ask you to sign in again.

Login

Licensed Materials - Proparty of IBM. 5725A85, 5725A86,
5725A87, 5725A89, 5725A90, 5725A91, 5725A92, 5725F32,
5725F33, 5725F34. © Copyright 2002, 2012 IBM Corporation,
IEM, the IBM logo, 2nd InfoSphere are trademarks of IBM
Corporation, registered in many jurisdictions workdwide, Guardium
and S-TAP are rademarks of IBM, registered in many jurisdictions
workiwide, Java and all Java-based rademarks and logos are
trademarks of Sun Micosystems, Inc. in the United States, other
countries, or both, Other product and service names might be
trademarks of IBM, Guardium, or other companies, This Program s
licensed under the terms of the license agreement sccompanying
the Program, This license agreement may be either located in 2
Program directory folder or library identified as "License" or
“Non_IBM_License", i applicable, or provided 25 2 printed license
agreement, Plezse read this agreement carefully before using the
Program, By using the Program, you 3gree to thess terms,

CSS Parser @ Copyright 1991, 1559 Free Software Foundation,
Inc, X CIFS Client Library ® Copyright 2004, Michazel B, Allen

mba.org. JRadius @ Copyright 2004-2005, PicoPoint, B.V.
IRadius Chen 't 2003, Jregistrykey @
Copyright 2001, BEQ T gies Inc, ©® Copyright
2003, Kavin C, Krinke kckrinke@opendoorsoftware.com, Zthread @
Copyright 2000-2003, Eric Crahen,
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STAP Status Monitor

Agent:i& iT}k fi

Current Status Monitor

SQL Guards #ti * mer Tl < g £

Request Rate

Request st &) 4 47 B)

CPU Usage

CPUi * ;w4 49 ]

Logins to Guardium

1 %SQL Guardeid * £ 2 H

Scheduled Job Exceptions

T

¢ pt 7 Schedulesiz 723 7 k=

BM*InfoSphere™ Guardium®

SystemV\ewd Administration Console | Tools | Daily Monitor | Guardium Monitor | Tap Monitor | Incident Management

S-TAP Status Monitor
Aliases: OFF

0B Last . in  Win
VS;:;n Server Status Response “I—':"":m Primary Host
S0 Type Received —— - I
2013-01-28

192.168.195.30 9.0.43443 MSSOL Active 41810

192186222.1349.0.43443 DB2  Active 5211:;[:10_23 0B2-0

192.168.222.1629.0 43443 DB2  Active ?2_%%23 0B2-0

192.166.222.1949.0.43443 MSSQL Active ﬂ%%zg

20130128
192.168.223.15 9.0.43443 MSSOL Active Py

192168.97.112 9.043443 DB2  Active fﬂt%zg 0B2-0

192.188.97.143 9.043443 DB2  Active ?2_%%23 0B2-0

192.168.97.173 9.043443 DB2  Active i[:ﬂ%—[:ﬂuﬂ 0B2-0

192.18897.73 9.043443 DB2  Active ?2%%23 0B2-0

2130128

192.168.97.92 9.043443 DB2  Active et DB2-0 192.188.51.31  Yes Yes

0 Qrecoras| 1 JonoruQQ X b HI B

Current Status Monitor

$-TAP Host

WSSQLSERVER 192.168.222.152 Yes Yes
192.188.222.152 Yes Yes
192.188.222.152 Yes Yes
MSSQLSERVER 192.168.222.152 Yes Yes
WSSQLSERVER 192.168.222.152 Yes Yes
192.186.222.152 Yes Yes
192.188.222.152 Yes Yes
192.186.222.152 Yes Yes

192.188.222.152 Yes Yes

www.taifon.com.tw

Yes

No

lo

Yes

= =0
Managed by 192.168.222.131

& B 1 - 8 X| RequestRate dBi-n0x

® 2P

DB DB Start Date: 2013-01-28 12:49:44 End Date: 2013-01-26 14:49:04

Firewall b OB

EUCl B H e T @ Portport 400

Unencrypted No 1433 1434 3,000 i '

Unencrypted No 50000 50000 2,000

| N \.A
\' l\“l ‘1”|‘\|“\|‘Iv‘\"‘llw‘\\ ‘f‘l‘“””‘

Unencrypted No 50000 50000

Unencrypted No 1433 1434

Unencrypted No 1433 1434

Unencrypted No 50000 30000

Unencrypted No 50000 50000
Aliases: OFF
Unencrypted No 50000 30000

Unencrypted No 50000 50000

CPU Usage dBi-oOx

2P

Start Date: 2013-01-28 12:49:44 End Date: 2013-01-26 14:49:04

Unencrypted No 50000 50000

2B1.-ox

* admin user’%®

af’" 3 STAPFR%Z»

ik 18

E] 218,
g#ﬁb}ﬁit}ﬁ} F T
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Free Disk:
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# (Central Management /CM)

* admin user% » & w
N s @ &g ifh, o
IBM" InfoSphere™ Guardium®

SystemViE\'-'67 Administration Console | Tools || Daily Monitor || Guardium Monitor || Tap Monitor

S-TAP Status Monitor

Using Merge Period Between 2013-01-14 and 2013-01-28.
Aliases: OFF

S-TAP S-TAP Last Response Instance  Primary MSS
Host Mersion — Received HName Host Name | Sh

€) @ Records [ 1 Jto1or1 D () % P (R gAY

Current Status Monitor

T

/o L

ey

Incident Management || test NAT

Win

Local

Ice

Yo g &, > S-TAP Monitor # %

Central Manager - Aggregator

Request Rate S Bi -0 x

AN

Start Date: 2013-01-28 12:22:08 End Date: 2013-01-25 14:22:08

. Firewall
rd
Pipes Encrypted? Installed

b
AL o
Rt

Aliazes: OFF

Net Inspection

Analysis Engine
0-0
0

S-TAP Inspection

www.taifon.com.tw

CPU Usage S Bi-Dox

AN

Start Date: 2013-01-28 12:22:08 End Date: 2013-01-28 14:22:08
100

ol

Free Disk:
662 GB

DB 40% full
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Administration Consoleik Z-Alerter

v A Alerter
sMa1lAp B 3K 2

System View | Administration Console ¢* || Tools | Daily Monitor || Guardium Menitor | Tap Monitor | Incident Management
Administration Console
Alerter

Active on startup
Polling Interval (seconds) |60

Configuration

@O Alerter
@@ Anomaly Detection
Application User Translation
Custom ID Procedures SHITP
Customer Uploads IP Address/Host Name (1010229201 [
Flat Log Process Port |25
Global Profile
Guardium for zZI03
Incident Generation
Inspection Engines
@@ |P-to-Hostname Aliasing
@@ Policy Installation Return Email Address | kevinhung@taifon.com.tw

Portal Authentication method | Mone |E|
Support Maintenance

Test Connection

User Name |kevinhung
Password |sssssss

Re-enter password |seesesen

@@ Session Inference
System
Lpload Key File

@@ Unit Utilization Levels

SHIMP
IP Address/Host Hame
"Trap" Community

Retype Commumnity

[ Test Connection

Restart ][ Apply ]

www.taifon.com.tw
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[P Address/Host Name

SMTP TP %

Port

SMTP Port®:.

User Name

CREGE R

Password

Wi~

Re-enter Passeord

£ i 0 A

Return Email Address

FEAL G AR

Test Connect
For SMTP

Apply
SNMP $&3%, 7] 2B

Restart
BHRGE

www.taifon.com.tw

[ & 15 hitps//10.102.20.12:8443 H1BEET -

SMTP Server Responded

€ {15 hitpsy//10.102.29.12:8443 FIEEET | ) |

Warning: Alerter won't be able to reach SMIMP receivers
since SMMP is not configured (IP and/or community
missing).

SMMPIP is missing.

SMMP community is missing

b

Administration Console
Configuration Alerter

© slerter Active on startup

©@ Anomaly Detection Polling Interval (seconds) |50
Application User Translation
Custom ID Procedures

et des]
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Administration Consoleik - Inspection Enginé
(Collector)

“Inspection Engine Configuration” %
% Restart
B E 3 * Port Mirror= ;N R &= %, » F30 20 2 Add Inspection
Engines

Systemn Wiew | Administration Console & || Tools Daily Monitor | Guardium Monitor | Tap Monitor | Incident Management
Administration Console

Configuration Inspection Engine Configuration

@@ Alerter Drefault Capture Value Default Mark Auto Commit

@@ Anomaly Detection Log Request Sql String Log Sequencing
Application User Translation Log Exception Sql String Log Records Affected
Custom I Procedures Log timestamp per second Compute Awvg. Response Time
Flat Log Process Inspect Returned Data |:| Record Empty Sessions |:|
Global Profile Parse XML [
Guardium for =05
Incident Generation i

R ; Ignored Ports. List

Inzpection Engines

@@ |P-to-Hostname Aliasing Buffer Free 100 %

@@ Policy Installation [ Restart Inspection Engines ] [ Add Comments ] [ Apphy ]
Portal
Support Maintenance

@@ Session Inference
Swystem
Upload Key File

Logging Granularity S0 - Max. Hits per Returned Data 4

Add Inspection Engine...

Data Management
Central Management
Local Taps

Custom Classes
Module Installation

www.taifon.com.tw Your Solution Partner



Administration Console3k Z- Portal

F AT F ~SQL GuardrFhttps#ti¢ * “Portal, 3¢ %k = 8443

IBM" InfoSphere™ Guardium®

System View |Adn1inistratinn Console é’l Tools | Daity Monitor | Guardium Monitor | Tap Monitor | Incident Management

Adminiztration Console

Configuration Guardium Portal
@@ slerter Active on startup

@@ Anomaly Detection HTTPS Port (1025-65535) 2442
Application User Translation

Custom I Procedures Rewvert
Flat Log Process
Global Profie
Guardium for /05
Incident Generation
Ingpection Engines
@@ IP-to-Hostname Aliasing Authentication Configuration
@@ Policy Installation
Portal
Support Maintenance
@@ Session Inference
System
Upload Key File

i@ Local ([7) RADIUS (T) LDAP

Data Management
Central Management
Local Taps

Custom Classes
Module Installation

www.taifon.com.tw Your Solution Partner
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Administration Console;-z!{ €~ SYSTEM

Guardium Systemik T_> & 3% :

3L RRGK T DNS%( 7 ¥ Routingik T &

System Shared Secret: % 3 #3F 3 UPB fe, CM, 34L& &, Export,

[mport ¢ * 3|, &% 4p F %3235‘-‘5
System Wiew || Administration Console <* | Tools Daity Monitor | Guardium Monitor | Tap Monitor || Incident Management
Administration Console

Configuration

@@ Alerter
@& Anomaly Detection
Application User Translation Unigue global identifier 188780210

System Configuration @

Meteork Address, Secondary Management Interface and Routing settings are configured using the CLI

Custom I Procedures I System Shared Secret Retype Secret
Flat Log Process

Humber of datasources -1 Metered scans left -1
Global Profile License walid until 2098-01-01 00:00:00 # of Licenses 9999

Guardium for /05 Network Address
Incident Generation

Inspection Engines
@@ IP-to-Hostname Aliasing System IP Address | 122,185 51 .21 SubMet Mask
@@ Policy Installation Hardweare [MAC) Address SCAESB 220432

Portal Secondary Management Interface

Support Maintenance
@@ Session Inference

Syetem Routing

Upload Key File Default Route

System Hostname | DAMIDI Comain

System IP Address SubMet Mask

Secondary Route
Data Management

Central Management

Primary Resolwer 192168 97.1 Test Connection ]

Local Taps

Secondary Resolver 192 188 1971 Test Connection ]
Custom Classes

. i Test Connection
Maodule Installation Tertiary Resclver ]

[ Stop ][ Restart ][ Apphy ]

www.taifon.com.tw Your Solution Partner



Guardium ,

IBM”* InfoSphere™ Guardium®

System View || Administration Console | Tools S’ Daily Monitor | Guardium Menitor | Tap Monitor | Incident Management

Caonfig & Control

Access Map Builder/vie,

Alert Builder

Alias Builder

Audit Process Builder

Audit Process To-do List
Auto-discovery Configuration
Baseline Builder

CAS Hest Config

CAS Template Set Config
Classification Policy Builder
Classification Process Builder
Datasource Definitions

Group Builder

Policy Builder

Portlet Editor

Privacy Set Builder

Replay Builder

Security Assessment Builder
Time Period Builder

Walue Change Audit DB Creation
Value Change Audit DB Update & Upload
Value Change Auditing Builder
Workflow Builder

Category
Classification
Sewverity

Run frequency

Alert Builder

Alert Finder

Active 5-TAPs Changed : Adive 5-TAPs Changed

Aggrega /Archive Emors : Alert on any i iArchive emors

ICAS Instance Config Changes : Alert on any CAS Instance Configuration changes

[CAS Templates Changes : Alert on any CAS configuration changes

Data Source Changes : alert on any change in Data Source definitions

Database disk space : Database Disk Space

Enterprise Mo Traffic : Enterprise No Traffic Alert

Enterprise 5-TAFs Changed : Enterprise 5-TAPs Changed Alert

Failed Logins to Guardium : Alert on multiple Failed Logins to the Guardium appliance
(Guardium - Add/Remove Users : Alert whenever a user is oeated/deleted

|[Gusardium - Credentisl Adctivity - Alert on any oredential related sctivity

Insctive S-TAPs Since : S5-TAPs Inactive for 8 given pericd of time

Inspecticn Engines and S-TAP : Alert on any change in Inspection Engines or S TAF configuration
Mo Traffic : Mo Traffic Alert

Mo Traffic By Server/Protocol - Mo Traffic Alert By Server And Protoool

Folicy Changes Alert | Alerts on any policy related change

Scheduled Jobs Exceptions : Scheduled Job Exceptions > 0

| [ modity | [ Delete |

Active

Log policy wiolation
Alert Definition

GQuery Inactive S-TAPs Sinos

Accumulation interwal S0 i
Mote Alerts run on
Log full query results
Column -

Alert Threshold

Threshold

nutes)

aggregators will be based only on data within the defined merge pericd

{eptional)

Alert when walue is -  thresholg

Threshold Exvaluated: | per report

per line

Threshold Used: | As absclute limit

As percentage change within perioa:
From =]
To ==

=) As percentage change for the same “Accumulation Pericd™ on a relative time:

Ending at =3

Notification
Hotification frequency
Alert Receivers
SYSLOG

Delete

AL infosec info sec Delete
-"'—-—-—._________I [ Add Receiver ] I

r 1M Dolas r Aehe 1r Bacl 1

www.taifon.com.tw

Guardium DB7% R
JiFAlert

RS, TR E

# Active, & 4r F Add
Receiver , ¥ #mail,
FEfit ¥

_,ti T H ;FT—‘;L: (A
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1IBM” InfoSphere™ Guardium®

System Wiew Administration Console

Aggregation/Archive Log
Application Objects Summanry
Audit Process Log

Aovrailable Patches

Buffer Usage Monitor
Current Status Monitor
Definitions Exportimport Log
Enterprise Buffer Usage Monitor
GIM Clients Status

GIM Events List

GIM Installed Modules
Groups Usage Report
Guardium APl Exceptions
Guardium Applications
Guardium Group Details
Guardium Job Queue
Guardium Roles

Guardium Users

Installed Patches

Logins to Guardi

Mumber of e Audit Processes

Dutstandii Audit Process Rewvie
ies & Attributes

Bestored Data

Running Query Monitor

M* InfoSphere™ Guardiun

System Wiew || Administration Console < || Tools || Daily Monitor

Administration Console
Configuration
Data Management
Central Management
 Guardium Definitions

Custom Classes
Module Installation

www.taifon.com.tw

Tools Daihy Monitor Guardium Monitor = |rTap Monitor
Running Query Monj

Running Gu Momnitor

Report/Moni#or Guery Timeout [seconds) 720
Query Job Sessions
Query Type

Incident Management

62

Command

Kill | [ Refresh |

Definitions Export
Type

Guardium Monitor || Tap Monitor || Incident Management

— Select = Definition type —
Auto-discoweny Procsss

CAS Hosts

CTAS Template Sets

Classification Proocsss

Classifier Policy

Custom Class Connection Permission
Custorm Domain

Event Type
Sroup

ramed Template
Pericd

Folicy

Privacy Set
Quen,

Report

Role

Security Assessment
User

REEL GHAFRE G
300F), & P+ R A2 48 |
¢ Time Out, ¥ p {7

M Policy, 3F %
, ¥ #-H Export

Your Solution Partner
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Data Archive
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Administration Console

Caonfiguration
Diata Management

@@ Data Archive
@@ Data Export
Data Restore
Catalog Archive
Catalog Export
Catalog Impaort
Patch Backup
@@ Results Archive (audit)
@@ Results Export (files)
@@ System Backup

Central Management
Local Taps
Guardium Definitions
Custom Classes
Module Installation

System View | Administration Console ¢* | Tools | Daily Monitor | Guardium Monitar

Data Archive
Configuration
Archive

Archive data older than

lanore data older than

Archive Values
Protocols

Host
Directory
Port
Username
Password
Re-enter password
Purge
Purge data older than
Allow purge without exporting or archiving

Scheduling
@@ Data Archive is aclively scheduled.

Maodify Schedule... Pause Run Once Mow

Tap Monitor | Incident Management

@

1 Day(s) |[+]
2 Day(s) || (optional)
SCP @ FTP

10.102.29.202
!

21

kevinhung

L]

Revert ][ Apply

www.taifon.com.tw
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Data Archive : Schedule

Scheduling

@@ Dalg Archwvess-actively scheduled.

([ Maodify Schedule... j[ Pause ] [ Run Once Mow

System View Administration Console ¢* | Tools Daily Manitor | Guardium Monitar || Tap Monitor | Incident Management

Administration Consale

Configuration Schedule Definition
Diata Management Start Time [1am E - a0 E

@@ Data Archive Restart | Run only once |E|
@@ Data Export
Ciata Restare
Catalog Archive Schedule by... | DayWeek (]
Catalog Export Sunday /] Monday /] Tuesday [¥] Wednesday [/ Thursday [/] Friday[] Saturday[V]
Catalog Import [
Patch Backup

@@ Results Archive (audit) Schedule Start Time 5] (optional future time)
@@ Results Export (files)

@@ System Backup | Delete || save |[ Back |

Repeat | Do notrepeat within the hour

Every day ]

www.taifon.com.tw Your Solution Partner



Export (Collector —> CM)
e

System Wiew Administration Console S?

Administration Console
Configuration
Drata Management

@@ Data Archive
@@ Data Export
Data Restore
Catalog Archive
Catalog Export
Catalog Import
Patch Backup
@@ Results Archive (audit)
@@ Results Export (files)
@@ System Backup

Central Management
Local Taps

Administration Conzole

Configuration
Data Management

@@ Data Archive
@O Data Export
Data Restore
Catalog Archive
Catalog Export
Catalog Import
Patch Backup
@® Results Archive (audit)
@@ Results Export (files)
@@ system Backup

www.taifon.com.tw

Tools Daily Monitor Guardium Monitor Tap Monitor Incident Management

Data Export
Configuration
Export
Export data older than 1 Cray{s)
Ignore data older than 2 Dray(s) {optional)
Export Values
Host 1822.188.51.22

Secondary Host

Furge
Data older than 15 Day(s)
Allow purge without exporting or archiwving
Scheduling
@@ Dats Export is actively scheduled.
[ Modify Schedule... ] [ ] [ Run Once Mow

Rewert Apphy

Schedule Definition

Thiz schedule only applies to thiz
unit
Start Time 12 8.m. {Midnight)
Restart Run cnly once
Repeat | Do not repeat within the hour

Schedule by.. Day/Week v
Sunday Mnnday Tuesdayr Wednesdayr Thursdayr Fridayr Sat'urda]r

Every day

Schedule Start Time 3 (optional future time)

’ Delete ” Save ” Back I

Sk Ea i
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Import (CM : Dumpfile -> DB)

- ———
System View || Administration Console ¢* | Tools Daity Monitor || Guardium Monitor || Tap Monitor || Incident Management
Administration Conzsole

Configuration Data Import @
Data Management Configuration

0y S
@& Data Archive Import data from CM - 7}’;\&‘ = X j:g‘

@@ Data Export Source Directory hvarlimportdir

@& Data Import C 1 1 t
Data Restore O eC Or
Catalog Archive Scheduling E 4, P ,:'
Catalog Export Xport ] = F" N

Catalog Import @@ Data Import is actively scheduled.

Patch Backup Modify Scheduls... ] [ Pause ] [ Run Once Now Import E'J j\ 75‘&

@@ Resultz Archive (audit)
@@ Results Export (files)
@@ System Backup

b

e
System View | Administration Console ¢ | Tools Daity Monitor | Guardium Monitor | Tap Monitor | Incident Management

Administration Console

Configuration Schedule Definition
Data Management This schedule only applies to this

@@ Data Archive unit
@@ Data Export Start Time: | 4 a.m. : S ‘.i— ‘*
@@ Data Import Restart Run only once _4_ j" . E 4 : O O ;t#‘
Data Restore Repeat | Do not repeat within the hour P
Catalog Archive Schedule by... Day/Week -

S —
Catalog Export ) f 7
Catalog | i Sunday Mnnday Tues:lagr Wednesday Thurs:lav Frlday Satun:lav
ataleg Impo

Patch Backup Every day

@@ Results Archive (audit)
@@ Results Export (files)
@@ System Backup

Schedule Start Time 3 (optional future time)

l Delete H Save H Back ]

www.taifon.com.tw Your Solution Partner
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Administration Consoleik Z-Data Management (CMZ #8# »)

Sy=stem Wiew

Administration Console
Configuration
Data Management

@@ Data Archive
@@ Data Export
@@ Data Import
Data Restore
Cataleg Archive
Catalog Export
Cataleg Import
Patch Backup
@@ Results Archive (audit)
@@ Results Export (files)
@@ sSystem Backup

Central Management
Guardium Definitions
Custom Classes
Module Installation

Systemn View | Administration Console e

Administration Console

Configuration
Data Management

@@ Data Archive
@@ Data Export
@@ Data Import
Data Restore
Catalog Archive
Catalog Export
Catalog Import
Patch Backup
@@ Resultts Archive (audit)
@@ Results Export (files)
@@ System Backup

www.taifon.com.tw

Administration Console =%

Tools || Daily Monitor || Guardium Monitor || Tap Menitor

Data Archive
Configuration
[3#] Archive
Archive data older than 1

Ilgnore data oclder than 2

FProtoceols ([ ) SCF

Archive Values

Host
Directory
Port 21
Username spdamdl
Passwword
Re-enter passwword
Purge

20

Purge data older than
Allow purge without exporting or archiwving
Scheduling
@@ Data Archive iz actively scheduled.

Incident Management

Draw{s) e

Day{s) -

@) FTP

1892 1868.2268.18

@

{opticonal)

Server_},

==

%20%7%‘%

[ modify Schedule... | | Pause

J [

Run Once MNow

Tools || Daity Monitor | Guardium Monitor || Tap Monitor

Schedule Definition

This schedule only applies to this
umnit

Start Time
Restart
Repeat

Schedule by...

Rewvert

Apphy

Incident Management

CM 55 = -3

N2

T

T

% % F B5:00%

T

within the hour

-

Sunday it Dnday Tuesday Wednesday . Thursday Friday Saturday

Schedule Start Time

[ Every day ]

ol {optional future time)

[ Delete ||

Save

J |

Back ]

Your Solution Partner



System Backup (

FEE S E D

System View
Administration Console

Configuration
Data Management

@@ Data Archive
@@ Data Export
@@ Data Import
Data Restore
Catalog Archive
Catalog Export
Catalog Import
Patch Backup
@@ Results Archive (audit)
@@ Results Export (files)
@@ System Backup

Administration Conscle £* | Tools

Daily Monitor | Guardium Menitor || Tap Monitor || Incident Management

System Backup @®
Configuration
Protocols: (7)) SCF (@) FTF
Host 192.188 22559

Directory

Port
Username
Password

Server }

Re-enter password
Backup: Configuration
D Diata
Scheduling
@@ System Backup iz actively scheduled.

Modify Schedule... ] [

Fause ] [ Run Once Now

Revert Apphy

System View | Administration Console o

Administration Console

Configuration
Data Management

@@ Data Archive
@@ Data Export
@@ Data Import
Data Restore
Catalog Archive
Catalog Export
Catalog Import
Patch Backup
@@ Results Archive (audit)
@@ Resultz Export (files)
@@ System Backup

www.taifon.com.tw

Tools || Daily Monitor || Guardium Moniter | Tap Menitor || Incident Management

Schedule Definition
Thizs schedule only applies to this
umit

Start Time 12 p.m. {(Moon)
Restart Run cnly ocnce

Do not repeat within the hour

Repeat
Schedule by...

Sunday Mnnday[l Tuesday[l Wednes dayl:l Thursday[l Fridayl:l Saturdayl:l
[ Every day ]

CayWeeak -

12:003%

Schedule Start Time 3 {opticnal future time)

[ Delete H Save H Back ]

Your Solution Partner
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Guardium Policy#| Z_

% iBPolicydl &,

Pol 1CY BT 3 PFiE {7 S 113

ﬁfé’;ﬁ T & ”L’:?F‘(’}"‘

/

ko= g

il

% 7 CMZ #%, 4p B Pollcyﬁﬁ?%ﬁv?CMi W R R

Collector

Sy=stem View || Administration Conzole

Config & Control

Access Map Builder™Viewer
Alert Builder

Alias Builder

Audit Process Builder

Audit Process To-do List
Auto-dizcovery Configuration
Bazeline Builder

CAS Host Config

CAS Template Set Config
Clagsification Policy Builder
Classification Process Builder
Datazource Defintions

Group Builder

Policy Builder

Portlet Editor

Privacy Set Builder

Replay Builder

Security Assessment Builder
Time Period Builder

“alue Change Audit DB Creation
Value Change Audit DB Update & Upload
“alue Change Auditing Builder
Workflow Builder

www.taifon.com.tw

Tools ¢* | Daily Monitor

Guardium Menitor | Tap Menitor

Policy Builder

Policy Finder

Incident Management

@

I, - |

Basel 1l
Capture and Replay - DB2-tc-DB2
Capture and Replay - Heterogeneous
Data Privacy
Data Privacy - Pl
Default Sharepoint Auditing
HIFAA
Cl
PCIl, Cracle EBS
Cl, SAF
Privileged Users Monitoring [bladk list)
Privileged Users Monitoring {white list)
RADIANT
S0
S0, Oracle EBS
ulnerability & Threats Management

[ New...

|| clome || Modify || Delete |

[

Edit Rules... ] [ Comments... ]

Your Solution Partner
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SeizEls
Guardium Policy &

System View || Administration Console | Topls 24 [Daiby Moniter || Guardium Menitor | Tap Monitor || Incident Management

Config & Control Policy Builder
Access Map Builder™iewer Policy Definition 3]
Alert Builder
Alias Builder Policy description VGHKSJ

Audit Process Builder

Audit Process To-do List
Auto-dizscowvery Configurati
Baseline Builder

CAS Host Config

CAS Template Set Copfig
Classification PolicyBuilder
Classification Pro = Builder
Datasource Degfitions

Group Builder

Policy Buiider ] [ Back || Edit Rules... ] [ Reinstal

d Tools —> Policy
Builder -> New:& »

Log flat I:I

ules on flat
ive audit trail [
Audit pattern

Roles

Mo roles have beesn assigned fo this policy

Policy Definition
7738 VGHKS & fi2-
s S Policy

Time Period Builder

“alue Change Audit DB Creation

“alue Change Audit DB Update & Upload
“alue Change Auditing Builder
Workflow Builder

System View Administration Console Tools = Daily Monitor Guardium Monitor Tap Monitor Incident Management
Config & Control Policy Builder
Access Map Buider™viewer Policy Finder @
Alert Builder ——
Alias Builder Adlew-all n
Basel 11

Audit Process Builder

Capture and Replay - DB2-to-DB2
Awdit Process To-do List

Capture and Replay - Hetercgenecus

Auto-discovery Configuration Data Frivacy
Baseline Builder Crata Privacy - Pl
CAS Host Config Default Sharepoint Auditing

: e 44 e
CaS Tormpate Sot cone e % P~VGHKS s, Bh:%
Classification Policy Builder HIFAA . AN -

PCl
Classification Process Builder PCl, Cracle EBS

Datasource Definitions FCl, SAF (13 b ” x4

Group Builder Privileged Users Monitoring {(black list) 1 t u eS z E )\
Policy Builder Privileged Users Monitoring {white list) T~
Portlet Editor SO
Privacy Set Builder

Replay Builder

Security Assessment Builder
Time Period Builder

“Walue Change Audit DB Creation

“alue Change Audit DB Update & Upload ﬁ] [ cione ][ Modity ][ Delete |
“alue Change Auditing Builder - - - =

o e — Select an installation action — + | Edit Rules... ][ Comments... ]

-

P

o

“Policy Rule” % :

Latest Logs and Violations
During the last: (@) 5 minutes (C) 1/2 hour (Z) 1 hour

Rule # SGLs # Wiol. Last Ccourrence
Alert On SQL Emror o o

Alert on Login Fail o
Log Full Details o
for DB2 on =OS o

[0 =1-]

www.taifon.com.tw 27 Your Solution Partner



et des]

Guardium Policy Rule#|z_ (&)

iz %8 % 3 Access,

Exception, Extrusion
Add Access Rule.. | [ Add Excepton Rue.. Rule Suggeskion RU 1 e.‘_:_: ’FF'J ,,_.,L

Add Extrusion Rule... Rule min. ¢t. |0 Object Group min. ¢t. |1 Suggest Rules

System View || Administration Conzole Tools ¢ Daily Monitor || Guardium Menitor | Tap Monitor || Incident Management

Config & Cantrol Policy Builder

Access Map Builder/Viewer Policy Rules @
Alert Builder s

Aliaz Builder $VGHKS Fitr: e v [2 H
Audit Process Builder

e |  BgadAl || ColspseAl ||  SeectAl ||  UnsekotAl || DeeteSekced || CopyRuks.. |

:”tu'l.d'scﬁw.;ry Confguraton & /)8 [ Access Rule: DB2 on 208 1 - for DSHP (installed)
aselne oullder

CAS Host Config ) |() 8@ [@2 Access Rule: DB2 on 205 2- for DT

CAS Template Set Config D [:] 8 18] [E]3 Access Rule: Log Full Details (Installed)
Classification Policy Builder

. I ~ 2 ~ N
7 @ [14 Exception Rule: Alert on Login Fail (Installed) Ej T ET T I F 1 1
Classification Process Builder EDD 8 - Z] N P Z O g u
Datasource Defintions (1) 8@  5Exception Rule: Alert On SQL Error (Installed)
Group Builder

el Details &Alert on

Portlet Editor

Privacy Set Builder Login Fai 1 & SQL

Replay Builder , )}" _", , /1_
Securty Assessment Buider Error , ZOS ]% = l'/‘k
Time Period Builder

Value Change Audit DB Creation Ru 1 e
Value Change Audit DB Update & Upload

Value Change Auditing Builder
Workflow Builder
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Guardium Policy Rule#]z_ (&)

Access Rule Definition
Rule #3 of palicy VGHKS

Description Log Full Details

Category

D Server [P

[ cient P

[ cient mac

Classification Severity INFO

and/or Group

andlor Group

Net Pricl. andior Group Ly

D8 Type
D Sve. Name
D DB Hame

D 08 User

r
andlor Group v i{i
and/or Group ¥ i’i
andlor Group v i!i

Client IP/5rc App./OB User/Server IP/5ve. Name i!i

D App. User
D 05 User
D Src App.
[ Fieta
] object
D Command
D Object!Cmd. Group
] ObjectrField Group
Pattern
XML Pattern
App Event Exists D Event Type
App Event Values Text
Numeric
Masking Pattern

Time Period

andlor Group v i—'ﬁ

andlor Group ¥ i’i

andlor Group v i{i
and/or Group v i’iD Every

andlor Group
and/or Group
v
v

Event User Name
andior Group
Date
Replacement Character *

Minimum Count 0 Reset Interval 0 minutes  Trigger Once Per Session D

Quarantine for 0 minutes  Records Affected Threshold 0

Actions

www.taifon.com.tw

Rec. Vals. Cont. to next rule D

@

Log Full Details %
i i‘ﬁ’%’:i B

Object/Cmd. Group - ¥ i%i
ObjectField Group o s
Pattern

XL Pattern
App Event Exists D Event Type Event User Name
App Event Values Text andlor Group ———— ¥ i'!i
Humeric Date
lasking Patter Replacement Character *
Time Period ———— ¥ @
Winimum Count 0 Reset Interval 0 minutes

Quarantine for 0 minutes  Records Affected Threshold { Rec. Vals. Cont to next rule D

Actions

0 B B = L0G FULL DETAILS

Action LOGFULL DETALS \

l Back H Add Comments H Save ]

Your Solution Partner
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Policy Builder

Exception Rule Definition
Rule #4 of policy VGHKS

Description Alert on Login Fail

Category Classification Severity INFO

D Server IP

[ client 1P

[ Client mAC
Het Pricl.

andior Group

and/or Group

and/or Group - i!i
OB Type e -

D Swe. Name

D DB User

Client IP/Sre App./0B User/Server IP/Swvc. Name

D App. User
D 05 User

D Src App.
D Error Code

[ Excpt. Tpe LOGIN_FAILED
Data Pattern

Reset Interval 0

v il

and/or Group

and/or Group 4 i{i
v
and/or Group 4 i{i
and/or Group - i{i
and/or Group

and/or Group

Replacement Character
Time Pericd

minutes
minutes Rec.Uals. Cnnt.tnnextrule[l

Minimum Count 0

Guarantine for 0

Actions
@ ALERT PER MATCH

[ Add Action ]

[ Back ” Add Comments H Save ]

www.taifon.com.tw

et des]

Alert on Login Fail, § %
ORI E ~ & T, BE B
Syslogp

Actions

0 [ [ = ALERT PER MATCH
Action ALERT PER HATCK v

Message Template Defat
Notification

Hofification Type SYSLOG Alert Receiver 5Y3LOG

l Back H Add Comments H Save l
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Guardium Policy Rule#]z_ (&)

Exception Rule Definition 2
Rule #5 of policy VGHKS

Description Alert On SQL Ermor A 1 ert on SQL Error’ Tﬁl; 9)§ @
Category Classification Severity INFO v /EIJ EIJ SQL Error E[;»b, ';t&-._,ﬁ :—f:‘,'j »
D Server P and/or Group Sys 1 Og P)\

D Client IP and/or Group
[ client mAC

Het Pricl. and/or Group

OB Type —— -
D Sve. Name and/or Group Actons
D DB Name and/or Group

D DB User and/or Group —— —— 0 B E = ALERT PER MATCH

Client IP/Src App./DB User/Server [P/ Sve. Hame - Action ALERT PER WATCH -
[] App. User and/or Group e Message Template Defaut v
D 05 User and/or Group
D Src App. and/or Group
D Error Code and/or Group
[7] Excpt. Type SQL_ERROR v

Masking Pattern Replacement Character *
- @ Alert Receiver 5YSLOG

Notification

Nofification Type 5YSLOG Alert Receiver 5YSLOG

Time Pericd
Minimum Count 0 Reset Interval 0 minutes
Guarantine for 0 minutes  Rec. Vals. Cont. to next rule |:|

Actions

(X ALERT PER MATCH Add Action

[ Add Action ]

l Back H Add Comments H Save ]

[ Back ” Add Comments H Save I
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3 29 4 5
EL FJEs? j%;?. if“& - = 3

Actions

N [ B i = ALERT PER MATCH

Action ALERT PER NATCH v

Message Template Defaukt o

4rAlert on SQL Errorz*
Login Fail, ¥ *tAlert Per
Notification Type SYSLOG AlertReceiver SYSLOG Match ,,,, 1% P\ de N Mai 1 _;E I
(Guardium3 7 #* R EL), 7
id | 3| 4p B Errorpe, € #-H
T Fmail 5% A R

Notification

Nofification Type MAIL |  Search users |

Alert Receiver  infosecinfo sec El

| —
Add

| Add Action

l Back H Add Comments H Save I
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Guardium

Custom ID Procedures
Flat Log Process
Global Profile
Guardium for /05
Incident Generation
Inspection Engines

DEY D tn Hoctnams Aliacing

©® Poiicy nstaliation

Support Maintenance
©@ ession Inference

System

Upload Key File

Data Management
Central Management
Local Taps

Custom Classes

Policy-Install

This is not 8 selective audit policy
Mot lagging to flat
Rules don't fire on flat

Installed Rules 5

Baseline records

Edit Installed Policy

View Details Report

Palicy Installer ®

Module Installation

Capture and Replay - DB2-40-DB2
Capture and Replay - Heterogeneous
Data Privacy
Data Privacy - Pl
Default Sharepoint Auditing
Hadoop Policy
HIFAA
Cl
Cl, Oracle EBS
FCI AP
Privileged Users Maonitoring (bladk list)
rivileged Users Maonitoring {white list)

www.taifon.com.tw

L%

.
- Selectan instsllstiun)gn - |L] ’
— Select an installation acthen -
Install & Cvemide
TR T

CETHIE polley vion

Add Comments

giluled for execution.

Install last

|udiw Schedule... ] [ Run Once Now

Sk Ea i

**Policy Installation:® &
pi7iPolicy -4, £ #

Install & Override

% %

¥ d Currently Installed
Policies & P v 97 * 2.

Policy

System View | Administration Console ¢* | Tools Daily Monitor | Guardium Monitor | Tap Menitor || Incident Management

Administration Console
Configuration

OO Alerter
@@ Anomaly Detection
Application User Translation
Custom ID Procedures
Flat Log Process
Global Profile
Guardium for /05
Incident Generation
Inspection Engines
@@ IP-to-Hostname Aliasing
@@ Folicy Installation
Portal
Support Maintenance
@@ Session Inference
System
Upload Key File

Data Management
Central Management
Local Taps

Custom Classes

Currently Installed Policies

Installed Policy #

Installed Policy VGHKS
Date Installed 1/23/13 11:11 AM
This is not a selective sudit policy
Mot logging to flat
Rules don't fire on flat
Installed Rules 5
Baseline records [

Edit Installed Policy

Wiew Detailz Report

Policy Installer
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Centeral Management & 32

(B InfoSphere™ Guardium® 117 | Edit Account admin | Customize | Logout |

System View Adminitration Consoke ¢ | Toas Daily Monitor | Guardium Monior | Tap Wonitor | Incident Management

Administration Console

Central Manager -

D!
2

Configuizfon Central Management
Dala Wanagement

Groups . Insp. Installed . .
Cenral Management i i Engines Faliey Ut e : LastFatcn Lasting CM B .a‘_"J %5 Tw 2
s (2) ¥ DANCOTR 3h VGHKS Hanaged, Colector 90 2 12813515 PN =

Central Management Alnis (2) P D@b. ‘ 0o m _— : ?

L"
Portal User Sync. @ B ;g"lks
0 tw Collector tg

D @ ' H @@ Dalcor Show VGHKS Hanaged, Collector 80 12813545 PH
h ks,
@ =
o,

tw

Sel d Uni
elected Units Group Setup ] [ Unregister

[ Reboot ” Restart Portal ][ Restart Inspection Engines

-leBuen [ Refresh |[  istalPoicy || Patch Distribution
[ Distribute Uploaded Jar Files

Distribute Patch Backup Settings ][ Distribute Authentication Config

Policy , Patch#f &

[ Diztribute Configurations I‘{’ E‘l;

Register New... ] [ Patch Installation Status Show Distributed Map
Distributed Monitor

www.taifon.com.tw Your Solution Partner



et des]

Centeral Management *t— i%i¥Policy (CMi %)

dmiigiration Console

Configuration

Data Management e x5
, g nsaled , ‘ m_& N Q a[*f’ > )
CenlialHanagemen Unit oo Pty Uit Type Ver Last Patch Lzst Ping ~ 3:3 3 =

— ! H@ DANCIIR Show VGHKS Hanaged, Colector 90 2 12BH3S 9P CO 1 1 eC tor _-‘_‘L tﬁ&
00 Porl User Sy Wi e .
i# Install Policy

60 DANCIR. g Show Hanaged, Colkctor ‘ 128135197
gk,
T

b

dministration Censole

Configuration Install Security Policy

Data Management Units to install

Central Management ®* DAMCO1Pvghks. gov.tw
Central Management *  DAMCOZP.vghks. gov.tw

@@ Portal User Sync. Capture and Replay - DBE2-to DB2
Capture and Replay - Hetercgenecus
Data Privacy

Data Privacy - Fll

Default Sharepoint Auditing

Hadoop Policy

s i B~% Install

PCl, Oracle EBS
PCI, SAF

Privileged Users Monitoring {bladk list) P 1 : ; l‘ﬁ Nz
Privileged Users Monitoring {white list) O 1 Cy ]9 :Sﬁ
S0X

SOx _Ceacle ERS

[ — Instal l&0Override

~

%Iea an installaticn action — v] Back

Guardium Definitions — Sklect an installation action —

Custom Classes

Install last
Module Installation Install first
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Collector#: » Centeral Management;y (Collector

IBM" InfoSphere™ Guardium®

System View |A-|:Iministratiun Console ¢ | Tools || Daily Monitor | Guardium Monitor || Tap Monitor || Incident Management

Administration Conzole
Configuration i i 62
Data lianagement | vostre 152108222 107 Centeral Management

Ceniral Management > G i Registrationgs »
‘ Register ] [ Unregister CMﬂ. t&& IP, Port ;‘%\ 8 43

L

Reqistration

BM InfoSphere” Guardium'

System View ¢* | Administration Console | Tools | Daily Montor | Guardium Monitor | Tap Monitor | Incident Management
S-TAP Status Monitor @ B i - O % | RequestRate

Aliases: OFF @

Last in  Win DB DB Start Date: 2013-01-28 15:22:19 End Date: 2013-01-28 17:22:19

Status Response Primary Host 7y p 7g e e e Port Port
Received Name Installed

Ice Min  Max
2013-01-28

192 16819530 9043443 NSS0OL Active 172218 MSSQLSERVER 192 188 222 152 Yes Yes Yes Unencrypted No 1433 1434

S-TAP

S-TAP Host Version i

192.168.222.1349.0.43443 DB2  Active ?ggﬁ;m DB2-0 192.168.222.152 Yes Yes HNo  Unencrypted No 50000 50000

192.168.222.1629.0.43443 DB2  Active ?2123;;15_23 DB2-0 192.168.222.152 Yes Yes HNo  Unencrypted No 50000 50000

192.168.222.1949.0.43443 NSSQL MSSOLSERVER 192.168.222.152 Yes Yes  Yes Unencrypted No 1433 1434

192.168.223.15 9.0.43443 MSSQL Active %3123;:1(;23 MSSQLSERVER 192.168.222.152 Yes Yes Unencrypted No 1433 1434

192168.97.112 9.0.43443 DB2  Active %3123;:13-23 DBZ-0 192.168.222.152 Yes Yes Unencrypted No 50000 50000

192.168.97.143 9.0.43443 DB2 i DB2-0 152.168.222.152 Yes Yes. Unencrypted No 50000 50000

Aliases: OFF
192.168.97.173 9.0.43443 DB2  Active ﬁgﬁ:ﬁ DB2-0 192.168.222.152 Yes Yes Unencrypted No 50000 50000

192168.97.73 0.0.43443 DB2  Active RS DB2-0 192.168.222.152 Yes Yes. Unencrypted No 50000 50000 CPU Usage dBi-0ox

1T22.16
@

192.168.97.92 9.0.43443 DB2 i DB2-0 1921685131  Yes Yes. Unencrypted No 50000 50000
Start Date: 2013-01-28 15:22:19 End Date: 2013-01-28 17:22:19

172218
Ll T S e B Nt M= B R-M e e

www.taifon.com.tw Your Solution Partner



Taian Your'Solution Partner




Sk Ea i

Centeral Management

#HEE » 19216822559 »

735247-DAMAQLIP vghks.gov.tw-w201..
735246-DAMAO1P vghks. govtw-w201

[ 2013-01-13-1200-DAMCO1P.vghks.go
2013-01-13-1200-DAMADLP vghks.go...
2013-01-13-1200-DAMCD2P vghks.go...

735245-DAMAO1P vghks. govtw-w201
735244-DAMAOLP vghks.govtw-w201
735243-DAMAOLP.vghks.gov.tw-w201...
735242-DAMAQLIP vghks.gov.tw-w201..
735241-DAMAO1Pvghks.govtw-w201
735240-DAMAOLP vghks.govtw-w201
735239-DAMAQOLP.vghks.gov.tw-w201...

2013-01-06-1200-DAMCD1P vghks.go...
2013-01-06-1200-DAMCO2P vghks.go
[ 2013-01-06-1200-DAMAD1P.vghks.go

(53} veoenter.vghks.gow. b
- iy waHES

+ @ Groupz

+ @ Garoup<

735238-DAMAOLP.vghks.gov.tw-w201...
735237-DAMAQO1P.vghks.gov.tw-w201...
735236-DAMAO1Pvghks.govtw-w201

DAMADZP

Getting Started

e=r-a
1,979,923 KB
1231712 KB
7275KB
6,299 KB
7,109 KB
1427388 KB
2112844 KB
2,189,568 KB
2,076,177 KB
2,486,024 KB
2,554,321 KB
1,740,435 KB

2013/1/15 E=F 0.
2013/1/14 £ 0
2013/1/13 FF 1
2013/1/13 FF 1
2013/1/13 FF 1.
2013/1/13 £ 0
2013/1/12 £ 0
2013/1/11 FF 0.

ENC i#5=
ENC sz
tgz Archive
tgz Archive
tgz Archive

tgz Archive
tgz Archive
tgz Archive
ENC f&3:

ENC &3

Performance

Yhat is a Virtual Machine?

T3 [DAMADZ

DEZYSBE,

P@'\
Fuest

oftweare cormputer that, like a
N operating swstem and

DBZ\-‘iDl
DEZY!

Snapshot

Take Znspshot...

SPSS0zZP
TCWOLR
TCWOZF
Wi FSDEO
W FSDED

CIETe e

Open Console

Edit Sfethings...
Iigrate ..

Clone...

Template

Fault Tolerance

Add Permisson. ..
Alarm

Report Performance ..
Fepame

Open in Mew Window... Col+LIt+H

_@ B . 4
| Znapshot M T
T anage

ensital rmachimes g e l(\"nr\

ts, as testing environments, ar to
ications.

ml machines run on hosts or
t can run mary wirtual machines.

tual machine
ual machine

Explore Furthe

ne settings

ent Tasks

Learn meore a

ne

Target Skatus

www.taifon.com.tw

Details

By P CMA 8
% i» 2 FTP Server
FTP Servert &

*

AW EHE-H P H-FETH
p #p . dbdump. enc

c ¥ERRE YIS
192. 168. 222. 138Z**VM_+, B
v+ f4F — Snapshot » 47 4%

ELIPS

BAE DB RRETH, T
i HEw R I EFRFE, 3T
DAMAO2P A #% 4% E Bz p on
Snapshot# %
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Centeral Management

15 |= i [onardiom o ]

guardium 2
&= v are heres

T
(=]
21y

Descripkion

Pl 20131715, patch,

e
1=

Delete Delete All

»
x . "' A\
/)
BT 155 Snapshots for DAMAODZE =13
.
ati — ) DAMAnzP Marne

()

) Guardium_82_Aggragator on localhost.
File WView WM

LT I I T < T = v = |

elcome cli - your last
ggr .yourcompany .com> show sys clo akk
SAGE : show =s=ystem clock <arg>, where arg is:
7, all, datetime, timezone
ggr . .yourcompany .com> show sgs clo all

C3ST

ggr .yourcompany .com> store sys clo 7
SAGE : =tore system clock <arg>,. where arg is:
atetime. timezone
ggr .yourcompany . com3
hu Jawn 3 17:13:38 CST-2813

lock changed. Please proceed with the “restart gui”’
lIpossible in order to complete the process.

gui

ggr . yourcompany .com> __

€ 0 hios/192 168222138044

SYSTEMWE\W Adminitration Console | Tooks  Daily Mondor  Guardium Hondor | Tap Hondor | Incident Hanagement

S-TAP Stafus Honior

www.taifon.com.tw

login was Wed Dec 12 83:33:54 2812

s=tore sys clock datetime 2813-81-83 17:13:38

command as Soon as

LI

SR - DX Repesthate

Standalone Unit - Aggregator

dBi-0x

et es]

i P~Guardium 9¢* snapshot k

2% VMPF I BLg7 3 w2
¥ B Rz Consolel'}
UEEFFS* , * store system
clock datetime * i3 :%, ¥
restart gui ¥ #7Ex#GUIAz N

* admin% » 192. 168. 222. 1384
A - Sl ol ol
FRLERT A
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Centeral Management * F#iBR ()

<« C | & _br-bﬁ://lsiz.l68.222.137:8443/5(41g]._la rd/media-type/html/user/admin/page/default.psml/j:

Jr BEEES O @ IEEA

IBM* InfoSphere™ Guardium®

- Apple - =i -= ..

Systemn View || Administrat
Administration Console
Configuration
Data Management
@@ Data Archive
@@ Data Export
@@ Data Import
Data Restore
Catalog Archive

Console & | Tools Draily Monitor Guardium Monitor || Tap Monitor Incident Management

Ve

[ camicgexporr )

Catalog miport
Patch Backup

@@ Results Archive (audit)

@@ Results Export (files)

@@ Systern Backup

Central Management
Guardium Definitions
Custom Classes
Module Installation

Catalog Export ®

Type
| Data catalog [=1

[ etecta-Dek

Result Catalog

UTZ2-TZ2-T3 U000 00 U_ LAMAUTH -
2012-12-14 00:00:00.0_DAMADTP ol
2012-12-15 00:00:00.0_DAMADTP
2012-12-20 00:00:00.0_DAMADTP
2012-12-21 00:00:00.0_DAMADP
2012-12-22 00:00:00.0_DAMADP
2012-12-23 00:00:00.0_DAMADTP
2012-12-24 00:00:00.0_DAMADTP
2012-12-25 00:00:00.0_DAMADTP
2012-12-26 00:00:00.0_DAMADTP
2012-12-27 00:00:00.0_DAMADP
2012-12-28 00:00:00.0_DAMADTP
2012-12-29 00:00:00.0_DAMADP
2012-12-20 00:00:00.0_DAMADTP
2012-12-31 00:00:00.0_DAMADTP
2013-01-01 00:00:00.0_DAMADP
20132-01-02 00:00:00.0_DAMAOP
20132-01-02 00:00:00.0_DAMADTP
20132-01-04 00:00:00.0_DAMADTP
20132-01-05 00:00:00.0_DAMADTP
2013-01-06 00:00:00.0_DAMADP
20132-01-07 00:00:00.0_DAMAOP
20132-01-08 00:00:00.0_DAMADIP
20132-01-09 00:00:00.0_DAMADP

Export

< = B¢ hifps://192.168.222.137:8443 /sqlguard,/media-typeshtml/user/admin/page/default.psmil,
* BEEES (O @IEEA (D

IBM” InfoSphere™ Guardium’

o Apple - == -=_

System View | Administration Console & | Tools Daily Monitor || Guardium Monitor | Tap Monitor | Incident Management

Administration Console

Configuration
Data Management

@@ Data Archive

@@ Data Export

@@ Data lmport
Data Restore
Catalog Archive
Catalog Export
Catalog Import
Patch Backup
Results Archive (audit)
Results Export (files)
System Backup

Central Management
Guardium Definitions
Custom Classes
Module Installation

Catalog Export

Type
Data Catalog

Definitions to Export

Select multiple items using Shift- or Ctri-click
2012-12-13 00:00:00.0_DAMAD1P
2012-12-14 00:00-:00.0_DAMAD1P
2012-12-15 00:00-00.0_DAMAD1P
2012-12-20 00:00:00.0_DAMAD1P
2012-12-21 00:00-00.0_DAMAD1P
2012-12-22 00:00:00.0_DAMAD1P
2012-12-23 00:00-:00.0_DAMAD1P
2012-12-24 00:00:00.0_DAMAD1P
2012-12-25 00:00-:00.0_DAMAD1P
2012-12-26 00:00:00.0_DAMAD1P
2012-12-27 00:00-:00.0_DAMAD1P
2012-12-28 00:00:00.0_DAMADTP
2012-12-29 00:00-:00.0_DAMAD1P
2012-12-30 00:00-00.0_DAMAD1P
2012-12-31 00;
2013-01-01 0O:
2013-01-02 00:

g
g
=}
o}
:
2

00 0_DAMADTP
00.0_DAMADIP
2013-01-03 00 00 0_DAMADTP
2013-01-04 00: 00.0_DAMADIP
2013-01-05 000000 0_DAMAOD1IP
2013-01-06 00:00:00.0_DAMAD1TP
2013-01-07 000000 0_DAMAO1IP
2013-01-08 00-:00-00 0_DAMAD1TP
2013-01-09 000000 0_DAMAD1IP

8888
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Centeral Management ! T :E R

SHErFrexp 201301 -0 1 1h35Sm25s. . cs5w

TS EREERE R
=L exp_ 2013 -01-03_ 1 1Th35SmZGs.csw

= MMicrosoft Office Excel 3Z2E5 S FEEEIE=
e htips Y192 158 3 308445

Firefox FEEMTIEFEIL{SEESE 7

ESsxTS =t (©): | Microsoft Office Excel (FHa2) TL} E'J j\ ’ﬁfi ﬂ‘é‘__!

@ FEEEEE S

[ sdpsSE#dEss S S A ESEIS =0 - (8)

IBM" InfoSphere™ Guar.ium*
G ExsE

System View | Admipftration Console ¢ | Tosls | Daily Monitor | Guardium Menitar | Tap Monitar | Incident Mana W,
i E / : £ 1 @ " » E% » Disk D(D) » Download
Administration Copéole

Configuration Catalog Import @ EAEE Y  HEZRR

| 1192.168.222. 13838

©0 Data Archiy . iz -
0 DataBxpo KRR — SR

©0 Data Impgrt Import Uploaded Definitions ok 2 exp 2015-01-15. 15h30méds BRI }'r = »:' g )}l’ A :l'z |
DataReglore Fully synchronize group members| | Setas default Jes 1‘:)‘! F" 7*"- ’ < ﬁ’ J

Catalogirchive

Catalog Expart Exported  From Type  SetMembers - R

--Nane currently uploaded-- SR eXport ﬁjcata 1 Og
Patch Backup

©® Results Archive (audit)

@O Results Export (files) o= L . % g Cata 1 Og I mport

@0 System Backup ﬁ Disk C(C)

o Disk D (D) |- DN '.;E f},\ ;}B F&g F‘jt 7},'.

ca 1T_USB_DISK(Z)

F-
Central ianagement
Guardium Definitions - 4 11

Custom Classes

Module Installation %i@%tN} exp_2013-01-15_15h30m44 A

www.taifon.com.tw Your Solution Partner



Centeral Management _F

=] B bibers:/v192.168.222.138:8443 /'sglguard/ lia pes/htmil/user/admin/pag
& ExEeEe O e IE EA (L)

IBM® InfoSphere™ Guardium

System View | Administration Console =& | Tools Daily Monitor Suardiurm Monitor Tap Maonitor Incident Manageme
Administration Console

Configuration Catalog Import =

Y o \r4
Diata Management Upload Exported Definitions % }mlj : mCSV
@@ Data Archive

@@ Data Export BEEIFEHEEE | exp_2013-071- . 5Sh20m44s. cgv Upload

@@ Data Import Import Uploaded Definitions :&-ﬂ 1 d
Data Restore Fully synchronize group members || | Set as default ) N up Oa
Catalog Archive

Catalog Export Exported From Type Set Members
Catalog Import --Maone currently uploaded- -

Patch Backup

Results Archive (audit)

Results Export (files)

System Backup

Standalone Unit - Aggregato
3ystem View | Administration Console ¢* | Tools | Daily Menitor | Guardium Monitor | Tap Monitor | Incident Management

wministration Console dB i -0 x

Caonfiguration
Data Management

Upload Exported Definitions Y o ” ”
@@ Data Archive i T % o Va Al
@@ Data Export 3 PO3C ]

@@ Data Import Import Uploaded Definitions

Data Restore Fully synchronize group members[] | Setas default % ;
Catalog Archive

Catalog Export Exported From Type Set Members

Catalog Import 2012-12-13 00:00:00.0_DAMAD 1P 2012-12-14 00:00:00.0_DAMAO1P 2012-12-15 00:00:00 0_DAMAO1P 2012-12-20 00:00:00.0_DAMAD 1P 2012-
Patch Backup 12-21 00:00:00.0_DAMAQ 1P 2012-12-22 00:00:00.0_DAMAO1P 2012-12-23 00:00:00.0_DAMAQ1P 2012-12-24 00:00:00.0_DAMAD1P 2012-12-25
©© Results Archive (audt) Biaor 00:00:00 0_DAMAO1P 2012-12-26 00:00:00 0_DAMAO1P 2012-12-27 00:00:00.0_DAMAD TP 2012-12-28 00:00:00 0_DAMAO1P 2012-12-29
©8 Rosuls Bxpor (fles) E DAMAQ1P.vghks.goviw Data  00:00:00.0_DANAQ1P 2012-12-30 00:00:00.0_DAMAD1P 2012-12-31 00:00:00.0_DAMAO1P 2013-01-01 00:00:00.0_DAMATP 2013-01-02
04 00 Catalog 00:00:00.0_DAMAQ1P 2013-01-03 00:00:00.0_DAMAD1P 203-01-04 00:00:00.0_DAMAQ1P 2013-01-05 00:00:00.0_DAMAQ1TP 2013-01-06
@0 System Backup = 00:00:00.0_DAMAO1P 2013-01-07 00:00:00.0_DAMAQ1P 2013-01-08 00:00:00.0_DAMAD1P 2013-01-08 00:00:00.0_DAMA1P 2012-01-10
00:00:00.0_DAMAQ1P 2013-01-11 00:00:00.0_DAMAQ1P 2013-01-12 00:00:00.0_DAMADTP 2013-01-13 D0:00:00.0_DAMAQ1P 2013-01-14
00:00:00 0_DAWAD P

Catalog Import @

Definitions successfully imported.

[] 3Bk, R S T BE SR T S5 S FRHE
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FIEEM
Centeral Management * F#iBR ()

<« C' | B hitps://192.168.222.138:8443/sqlguard/media-type/html/user/admin/page/default.psml/js_pane/P-13c3cecfbad-100

B x ==z OO#EEAQD

IBM" InfoSphere™ Guardium® 6:44 | Edit Ac

System View | Administration Console ¢® || Tools | Daily Moniter | Guardium Monitor | Tap Monitor || Incident Management s
Administration Console = Ca‘ta 1 Ogﬁ },"-37 I/; , Bx Data
Data Management ReS‘tOI‘e j\ ﬁ },1—-37 ’P\ ']',-

From |2013-01-01 00:00:00 =)
@@ Data Archive
@@ Data Export
@@ Data Import | H

To [2013-01-15 00:00:00 =)= ey ﬁ Q 3% }}—3‘1 P 7}&— E‘J’JE—:‘} FE'l& e
i £, ¥ # Search

Catalog Export

Catalog Import

Patch Backup
@@ Results Archive (audit)
@@ Results Export (files)
@@ System Backup

Configuration D

Administration Console

Configuration Data Restore Search Results
Data llanagement - R
. __Configuration ** “Don’ t purge restored
:: ga:a.:n:m;te Don't purge restored data for atleast 60 (days) | Apply data” ¢ % #c® £ 3 Zesk
ata Expo y
00 Data Import "~ Restore Data FolEH 7 % O #ic
Data Restore Select  Host Hame From Date
Catalog Archive DAMAO1P 2013-01-02 00:00:00.0
Matalnn Fynnrt =] FARTARAT AR4A A4 AT ARARAR A

www.taifon.com.tw 44 Your Solution Partner
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Centeral Management * F#iBR ()

System View | Administration Console <% | Tools | Daily Monitor | Guardium Monitor || Tap Monitor || Incident Management
Administration Console

Configuration Data Restore Search Results @
Data Management

- Configuration N . » 2 x D!
@@ Data Archive Don't purge restored data for at least |50 } % X ! J J /| >
@@ Data Export - \

@@ Data Import Restore Data sl

Data Restore Select Host Hame From Date W g&, f 2 2R Restore
Catalog Archive DAMAD1P 2013-01-02 00:00:00.0 B ; b4 33—
Catalog Export DAMADP 2013-01-02 00:00:00.0
Catalog Import DAMADTP 2013-01-04 00:00:00.0 \‘1 2 F& FN % 3 g #
FPatch Backup DaMAD1P 2013-01-05 00:00:00.0 (= lES o B N 333

@@ Results Archive (audit) DAMADTP 2013-01-06 00:00:00.0

) T S wIeE] DAMADP 2013-01-07 00:00:00.0

DAMADTP 2013-01-08 00:00:00.0

DAMADP 2013-01-09 00:00:00.0

DAMAD1P 2013-01-10 00:00:00.0

DAMADP 2013-01-11 00:00:00.0

DAMADTP 2013-01-12 00:00:00.0

DAMADP 2013-01-13 00:00:00.0

DAMAD1P 2013-01-14 00:00:00.0

Guardium Definitions Records: 1to13 of 13

Custom Classes [

Module Installation

@@ System Backup

Central Management

OO0E000EO000EE

Select All ] Unselect All ]

[ Back ][ Restore ]

S 2 20 B .
ERP R RS
WELVVIVUTL D VUTUUTLTULUV UL L LU TAN T8

RIECERMEEARE - BRINGEFNENR, TALAEFSRNEH, ERAAERANE, Gu %5 i1 2 (E&-T‘g 1
ardium , & ikt 3 ViR
DEARREARFERNANBFREANFALN. RURFE, APHLARTRERAHERTAR

. BREXNFALERNDEEDRE, FUSEANS-RERFARA. At HERRHS, £

BmfEReE

ERVANE-XRAARRAT EICREMBFAL

AREENAT, KEIRURARNE-X =B R pHEE Y - P
B, SERF6 A 288, ALRFR6ALAHGA 28R, BR6AWEHNTA LA, R RS S
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Are you sure you want to restore data ? This operation may take a long time.

FEILE B 4-Restore

| |

https//192.168.222. 138 8443 /sqlfjuard/media-typa/html/user/admin/page/default psmlfjs_pane/P-13¢3 cacfbae- 100bbrorg apache catalina f

Standalone Unit - Agareg:
System View | Administr Tools || Daily Monitor | Guardium Montor ¢* | Tap Monitor || Incident Management

Aggregation/Archive Log Aggregation/Archive Log S B i -0
Application Objects Summary Start Date: 2013-01-16 16:09:41 End Date: 2013-01-23 16:09:41
Using Merge Period Between 2013-01-09 and 2013-01-23.
Audit P L
v Aliases:  OFF S0LGuardHostName: LIKE %

Available Patches Acti Guardi Host Record:
ivi _ uardium Hos rds
i a
Buffer Usage Monitor Start Time File Name Status  Comment Name Purged
Current Status Monitor So——

Period Start Period End
Type
T = =
Definitions Exportimport Log Restore 000437 SucceededBegin restore of 4 entries. DAMADZP [

Enterprize Buffer Usage Monitor R 2013-01-23 Sul:l:eadedEMw’m = (1e854b35d35e5074fddBb092143ab24
GIM Clients Status 09:35:18.0 fiies fetched
e Restore ﬁgw 33§0:11.203 Succesde d;‘r:;y'_:c; :d_1:2026.-3340555_bdac4b23llaf33_ei
GIM Installed Medules - B

2013-01-23 Entry_id = e39df1efedddddB4751T8e3T1d1017cE
Groups Usage Report Restore 00 oo Succeeded Y O DAMACZP HiA

Guardium AP Exceptions T = p715! 54 5485
- .D Restore 2013-01-23 SucEeEdedEmW’m b71587d9d3b582a46bfec8aB705d8576 DAMAQZP NiA
Guardium Applications 09:41:08.0 files fetched

. . .
20130123 ’v/\\
Guardium Group Details Restore oo o SucceededRestore - START DAWAQZP NiA N

SR TN 2013-01-23  735234-DAWAD1Pvghks govtw-w20130102.050002 20130101 2012-01-02
¥ = 1A 01Pvghks gov.twi- 050002- - -
Guardium Roles importng fie 5 5 st SucceededSize: 1.46 DAMALZP A 2000000 2000000

-
J ~ 7

Guardium Users 2013-0123  735245-DAMAO1Pvghks.govw-w20130113.050002- 20130112 20130113 — ’

B ——— Importng fle oo "o e Prrero SucceededSize: 1.4G DAMADZP WA 00:00:00.0 00:00:00.0 Og E S O IX 7N

DAMADZR Ni&

DAMAQZP HiA

Logins to Guardium 2013-01-23  735246-DAMAD1P.vghks goviw-w20130114,050002- 20130143 20130114
Nanaged Units mporting iy 43.02.0 42013-01-13.a09 80 tar gz Succeeded3ize: 1.26 DAlA02R WA 00:00:00.0 00:00:00.0

2013-01-23 735247-DAMAQ1P.vghks.gov.tw-w20130115.050002- 2013-01-14 2013-01-15 M N
Number of Active Audit P M

umber o we. U mces%as Importing file: 1042.07.0 42013-01-14.a9.90.targz SucceededSize: 1.9G DAMADZP & 00:00:00.0 00:00:00.0 N > ;i
Outstanding Audit Process Reviews 2013.01-23 /

Query Entiies & Atiributes Restore  nocic SucceededRestore - DONE DAMADZP HiA

Restored Datt &
R:::i:; Q“ﬂe:y Monitor Restore ?:1;0210 203 Succeededloaded to TURBINE database. DAMAOZP Ni&
Scheduled Job Exceptions Terge fgﬂztgﬂz-?
process .
Scheduled Jobs P T
STAP/Z Files Merg 10:27-10.0
Tests Exceptions Mo 20130123
Units Utiization e 10:27:19.0
User Activity Audit Trail Merge 2013-01-23
User To-Do Lists 10:27:19.0

2013-01-23
User Comments - Sharable Merge 10:2719.0

SucceededMerge process - START DAMADZP ik
SucceededMerge (TURBINE) DAMAD2P NiA
SucceededMerge (INV_1) DAMAOZP Ni&
SucceededMerge (INV_2) DAMAQ2P Nia

Succeededhlerge (NV_3) DAWADZP HiA
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= E hittps 7192 168 222 137 844Sksqlguard/medla—typefhtmI/user/irlfosecfpage/default,psml?org,apache catalina filters CSRF_MOMNCE= 1751

BM” InfoSphere™ Guardi
You have 6 item=s on your To-do list
Wiews &
Overview
DB Activities

Quick Start | Menitor/Audit | Discover || Assess/Harden | Comply || Protect || Capture/Replay
Servers Accessed

Start Date: 2013-01-13 00:00:00 End Date: 20413-01-14 00:00:00

Activity By Client IP
Database Servers

DML Execution on Sensitive Objects

IMS Access
IMS Data Access Details
S Event
MS Object
Sensitive Objects Usage
Sessions By Server Type
WSAM Detailed Access
WEAM RLM

Using Merge Pericd Between 2013-01-029 and 2013-01-23.

sliases:  OFF
Server IF

192.168.195.30MS
192 168.195.30 MS.
192.168.195.30MS
192 168.195.30 MS.
192.168.195.30MS
192 168.195.30 MS.
192.168.195.30MS
192 168.195.30 MS.
192.168.195.320 MS
192 168.195.30 MS.
192.168.195.30 MS
192 168.195.30 MS
192.168.195.30 MS
192 168.195.30 MS
192.168.195.30 MS
192 168.195.30 MS
192.168.195.30 MS

Server Type

saL
saL
saL
saL
saL
saL
saL
saL
saL
saL
sal
sar
sal
saL
saL
saL
saL

Database Name
SERWERBREASTSCREEM
SERVERCONSULT
SERWVERMASTER
SERVERMSDB
SERWVERRADTRACK
SERVERREPORT_AGENT
SERWVERREFPORT_AGENT
SERVERREPORT_HISRPT
SERWVERREPORT_META
SERVERREPORT_META
SERWVERREPORT_MM
SERVERREPORT_NM
SERWVERREPORT_PCU
SERVERREPORT_RAD
SERVERREPORT_RAD
SERVERSRREPORT
SERWVERSTUDYPROTOCOL

Service Name Countof Source Hrogram Count of Sessions
15

MS SaL SERVER4
MS SQlL SERVERZ2
MS SaL SERWVERZ
MS SOl SERVERS
MS SQL SERVERZ
MS SOl SERVER1O
MSSQLSERWVER 2
MS SOl SERVERZ
MS SQL SERVERZ
MSSQLSERWVER 1
MS Sl SERVER4
MSSQLSERVER 1
MS Sl SERVER
MS Sal SERWVERS
MSSQLSERVER 2
MS Sal SERWVERS
MS SQL SERWVERZ

=
340
13500
2530
3437
198z
1156

137 (ECM IP) 5 &

A, TR ERT

b T~

192.168.195.30 MS SOL SERVERSTUDYPROTOCOL_HISSPMMS SQL SERWVER1
192 168.195.30 MS SQL SERWVERWOICE MS SQlL SERVERZ2

RM MS SQlL SERVER1
| Qoneﬁordslomofgﬂloo:b 5 e bd = B B oF

Databases Discoversd

Start Date: 2013-01-22 15:55:06 End Date: 2013-01-23 15:55:06
Using Merge Period Between 2013-01-08 and 2013-01-23.

Aliases: OFF PortMotlike: HOT LIKE

Time Probed ServerlP Server Host Hame
Mo data found. Check the agaregation merge period.

1384 #
*>Database Server

A

Reportsk & p % &

DB Type Port Port Type =

&= 4 http= /7192168 222138 8443qulguard/media—type./html/userXinfosec/paga/default psml?org.apache catalina filters CSRF_MOMNMCE=75_4742E

945 & R 7K

IBM" InfoSphere™ Guardium®

Wiew < || Quick Start | Montor/Audtt | Discover || Assess/Harden || Comply | Protect | Capture/Replay
Overview
DB Activities

Servers Accessed

Start Date: 2013-01-13 00:00:00 End Date: 2013-01-14 00:00:00
Using Merge Period Between 2013-01-08 and 2013-01-23
Aliases: OFF

Server IP Server Type Database Name
192.168.195.20MS SOL SERVERBREASTSCREEN

182 168.195.30MS SOL SERVERCONSULT
182.168.195.30MS SOL SERVERMASTER
182.168.195.30MS SQL SERVERMSDB
182.168.195.30MS SOL SERVERRADTRACK
182.168.195.30MS SOL SERVERREPORT_AGENT
192.168.195.30MS SOL SERVERREPORT_AGENT
192.168.195.30MS SOL SERVERREPORT_HISRPT
192.168.195.30MS SOL SERVERREPORT_META
192.168.195.30MS SOL SERVERREPORT_META
192.168.195.30MS SOL SERVERREPORT_NM
192.168.195.30MS SQL SERVERREPORT_NM
192.168.195.20MS SOL SERVERREPORT_PCU

182 168.195.30MS SQL SERVERREPORT_RAD

182 168.195.30MS SOL SERVERREPORT_RAD
182.168.195.30MS SOL SERVERSRREFPORT MS S@L SERVER3
182.168.195.30MS SOL SERVERSTUDYPROTOCOL MS SQL SERVER3
182.168.185.30MS SOL SERVERSTUDYPROTOCOL_HISSPMMS SQL SERVER1
192.168.195.30MS SAL SERVERWOICE MS SaL SERVERZ

e MS SaL SERVER1
[} €D Recoras

&5 bH & (3 B o

Start Date: 2013-01-22 15:65:24 End Date:  2013-01-23 15:56:24

Using Merge Period Between 2013-01-09 and 2013-01-23.

Aliases: OFF PortNotLike: NOT LIKE

Time Probed Server|P Server HostName DBType Port PortType #
Ho data found. Check the aggregation merge period

€ €P Records [ 1 |tooofo D (D &9 ke b E & Hagh o

Activity By Client 1P
Database Servers.

DML Execution on Sensitive Objects
IMS Access

IMS Data Access Details

IS Event

IMS Object

Sensitive Objects Usage

Sessions By Server Type

WSAM Detailed Access

WSAM RLM

Service Name Count of Source Progfam Count of Sessions
MS SQlL SERVER4 15

MS SQl SERVERZ2
MS SQl SERVER3
MS SQl SERVER4
MS SQl SERVER3
MS SOL SERVER1D
MSSQLSERWER 2
MS SQL SERVERZ
MS SQaL SERVER3
MSSQLSERWVER 1
MS SQL SERVER4
MSSQLSERWER 1
MS SQlL SERVER
MS SQl SERVERS
MSSQLSERWVER 2

—EONGTERM
o 20 of 94 o
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5P 2 F > Guardiumg R

* accessmgrt&k HLE ~, ¥ HGuardiumi $8 @ * bR 5Lk g 2

, “fb?ﬁ % 7 accessmgr£ admin & ¥f 3K & 5L
4 ¢ ¥ 22 infosectk LR G 517 F th L

IBM" InfoSphere™ Guardiun 1752 | EditAccount accessmar | Customize | Logout | About | & @ @

Central Manager - Aggregatol
AccassManagementg? Data Security ger - Aggreg

User Browser User Browser dBi-0X

User Role Brow:ser Filter string (case sensitive] UserName w | Fiter H Add User H Search Users @
User Role Permisgions

User LDAP Import
User & Role Reports 2869 fenmei chang fmehang@vahks.goviw Edit Roles Change Layout Delete

Username First Name LastMame Email Actions

2869mgr  fenmei chahg fmehang@vahks.goviw Edit Roles Change Layout Delete
28609user  fenmei chang fmehang@vanks.goviw Edit Roles Change Layout Delete
ACCESSMOr  CCESSMOr  Accessmgr Edit Roles Change Layout

admin admin admin bryan@tfnkh.comtw  Edit Roles Change Layout
nfosec  info L fmehang@vanks.goviw Edit Roles Change Layout Delete

www.taifon.com.tw Your Solution Partner
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[BNY InfoSphere™ Guardium’

Access Management ¢ | ate Securty

| User Browser

User Role Browser | Filter string [case sensitive: User Name » Finerl Add User

Usér Role Permissions
User LDAP Import
Usér & Role Reports

Username First Hame LastName Email

2869 fenmei thang fmehang@vahks qovtw
2889myr fenmei thahg fmehang@vahks qovtw
288%user  fenmei thang fmehang@vahks qovtw
SCCESSMOr  3CCESSMYT  accessmyr

admin admin admin bryan@tfnkh.com.tw

nfosec  nfo S6C fmehang@vahks qovtw

Search Users

Actions

Edit Roles Change Layout Delete
Edit Roles Change Layout Delete
Edit Roles Change Layout Delete
Edit Roles Change Layout

Edit Roles Change Layout
Edit Roles Change Layout Delete

] Cata Security
U=er Form

Username test
FPassword e
FPassword (confirm) se==
First Hame test
Last Hame user

Email guardiumi@test. com

Disabled [

10:46 | Edit Account accessmar | Customize |

In an effort to provide the highest level securily, new passwords must be & or mors
characters in length and most include st least one uppercase letfter, lowercase lelfer,
digit, sand special character. A special charscter i=s consideraed any of the following:

m#FE T & =

[ Add User ] [ Back

www.taifon.com.tw
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| Access Management o ‘ Data Security

User Browser

User Role Browser
lser Role Permizsions
Uzer LDAP Import
lzer & Role Reports

Role Browser

Role Hame
accessmgr
admin
appdey
audi

cas

cli
datazec-exempt
dba

diag

infosec

inv

netadm
optim-audit
review-only

user

Actions

IBM" InfoSphere™ Guardium'

Add Role

www.taifon.com.tw

Access Management & | Data Security

User Browser Role Form

User Role Browser Role Name

User Role Permissions Add Role

User LDAP Import
User & Role Reports

Your Solution Partner
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Access Management 2* | Data Security

Uiser Browser Edit Application Role Permissions

e lis liEss Assign Roles to Applications
lUser Role Permissions User Browser

User LDAP Import Access Map Application U=er Role Browser
User & Role Reports

Edit Application Role Permissions

Assign Security Roles @
User Role Permissions Cramer: admin

Uzer LDAP Import Assign Roles for Access Map Application
User & Role Reports All Roles

Access Map BuilderViewer
Access Tracking
Administration Conzole

Agglarchive Activity Tracking o accessmgr
admin

Alert Builder appdew

Alert Tracking audit
cas

Alias Builder

cli

www.taifon.com.tw

Allows Full SQL Drill Down

AME Interface Definition Builder
Audit Database Builder

Audit Process Builder

Audit Process To-Do List

Audit Process Tracking
Auditing Application

Auto-discovery Configuration

datasec-exempt
dba

diag

infosec

i

netadm
review-only

user

| Appy ||

Your Solution Partner
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Access Management £* | Data Security

User Browser

User Role Browser
U=er Role Permizsions
User LDAP Import
User & Role Reports

www.taifon.com.tw

User - Role

Start Date: 2012-11-27 17:14:59 End Date: 2012-11-28 17:14:59
Using Merge Period Between 2012-11-14 and 2012-11-23.
Aliazes: OFF

Login Name Last Active # of Role
accessmgr 2012-11-28 17:08:20.0 1 1
admin 2012-11-28 16:24:10.0 1 1
infosec 2012-11-28 15:46:02.0

) €) Recoras [ 7 Jto3of3 D D @L—.H B B Gaeh o

All Roles - User

Start Date: 2012-11-27 17:14:59 End Date: 2012-11-28 17:14:59
Using Merge Period Between 2012-11-14 and 2012-11-23.
Aliazes: OFF

Role Users Belong
ACCesEMgr

admin

appdev

audit

cas

cli
datazec-exempt
dba

diag

infosec

inw

netadm
review-onhy
user 1

() @ records|_1_|to14of 14 PO X L IHS A rdd o

[ R o R o Y Y o Y R e N N s s

et des]
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~»2

i * 5§ »Guardiump

*2infosec & » tR %L, H /¥ Guardium¥g 3k Report&r & =

& P REPRELRLIT
Guardium*Viewp = p 270/ ~4F %

IBM" InfoSphere™ Guardium”

You have 6 items on your To-do list

Vie\'-'ﬁ?l Quick Start || Monitor/Audit | Discover | Assess/Harden | Comply || Protect | Capture/Replay

Overview

DB Activities

Exceptions

DB Administration

Schema Changes

Detailed Activities

Performance

DB Entitlements

Access Map

; Hadoop

Hadoop - Biginsights MapReduce Report
Hadoop - Exception Report
Hadoop - Full Message Details report
Hadoop - HBase Report

Hadoop - HOFS Report

Hadoop - Hue/Beeswax Report

Hadoop - MapReduce Report
Hadoop - Unauthorized MapReduce Jobs

;.-’iew Installed Policy Number of db per type

Currently Installed Policies

Installed Policy #1

Installed Policy VGHKS
Date Installed 12/20/12 3:08 PM
This is not a selective audit policy
Mot logging to flat
Rules don't fire on flat
Installed Rules 4
Baseline records (I

View Details Report

S B i -0 X
@ o ®

Start Date: 2013-01-29 11:36:08 End Date: 2013-01-29 13:36:08

-Requ est Rate

Aliases: OFF

www.taifon.com.tw

3

P 3 Report

6 | Edit Account: infosec | Customize | Logout

Start Date: 2013-01-28 13:33:08 End Date: 2013-01-29 13:33:08

ME SQLSERVER

0 4,000 8,000

& AR 10 nnn

m Count of Servers Count of Client Sources

Aliases: OFF
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L4

2

37 2_Report

G BRIEEARL b, My New Reportp ¥ p 7/ % 41 Report

IBM® InfoSphere™ Guardium®

You have & items on your To-do list

View | Quick Start || Monitor/Audit ¢* | Discover | Assess/Harden Comply || Protect | Capture/Replay

Build Audit Policies || Buid Reports

User Failed Login

SQL Errors Returned

Full SQL Time
Admin_Users_Sessions
Access Sensitive Objects
Ful_SQL_Response_Time
Full QL Time with AP user
COL Commands Execution
DML Commands Execution
DCL_Commands Execution
SQL_Awverage Execution_Time

www.taifon.com.tw

My New Reportz &M | Privacy Sets

ogin
tart Date:

2013-01-28 13:38:03 End Date:

Uzing Merge Period Between 2013-01-15 and 2013-01-25.

Aliazes: OFF
ServerlPLike: LIKE %

2013-01-29 13:38:03

Remote Source: DAMCOZPvghks.gov.ter

Exception Timestamp DB User Hame Source Address Destination Address Database Protocol Count of Exceptions

2013-01-28 13:55:059.0
2013-01-28 13:58:17.0
2013-01-28 13:58:55.0
2013-01-28 14:25:25.0
2013-01-28 14:25:53.0
2013-01-28 15:25:17.0
2013-01-28 15:25:54.0
2013-01-28 15:58:16.0
2013-01-28 15:58:53.0
2013-01-28 16:25:16.0
2013-01-28 16:25:54.0
2013-01-28 16:58:15.0
2013-01-28 16:55:54.0
2013-01-28 17:25:15.0
2013-01-28 17:25:54.0
2013-01-28 17:58:17.0
2013-01-28 17:58:54.0
2013-01-28 18:25:17.0
2013-01-28 18:25:54.0
2013-01-28 18:59:14.0

2681

DB2SERWVI
BATADMIN
DB2SERWVI
BATADMIN
DB2SERWVI
BATADMIN
DB2SERWVI
BATADKIN
DB2SERWVI
BATADMIN
DB2SERWVI
BATADMIN
DB2SERWVI
BATADMIN
DB2SERWVI
BATADMIN
DB2SERWVI
BATADMIN
DB2SERV

152168 222 162
152.168.97.79
152.168.222 154
152.168.97.79
152.168.222 154
152.168.97.79
152.168.222 154
152.168.97.79
152.188.222.154
152.168.97.79
152.168.222 154
152.168.97.79
152.168.222 154
152.168.97.79
152.168.222 154
152.168.97.79
152.168.222 154
152.168.97.79
152.168.222 154
152.168.97.79

1592.168.222 162
192.168.97.73
152.168.222 154
192.168.97.73
152.168.222 154
192.168.97.73
152.168.222 154
192.168.97.73
182,168 222.154
192.168.97.73
152.168.222 154
192.168.97.73
152.168.222 154
192.168.97.73
152.168.222 154
192.168.97.73
152.168.222 154
192.168.97.73
152.168.222 154
192.168.97 .73

DB2
DB2
M5 SQL SERVER
DB2
M5 SQL SERVER
DB2
M5 SQL SERVER
DB2
M5 S0L SERVER
DB2
M5 SQL SERVER
DB2
M5 SQL SERVER
DB2
M5 SQL SERVER
DB2
M5 SQL SERVER
DB2
M5 SQL SERVER
DB2

maﬂmfﬂstﬂmmmoox%ﬁk\“@@/@ﬁ

2
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Admin Users Login | P N =

et des]

Start Date: 2012-12-21 08:55:09 End Date: 2012-12-22 08:55:09 [i]
Aliazes:  OFF

Client IP DB User Hame Source Program Session Start Count of Sessions

100022 5yS SOLPLUSEOSPREY 2012-12-21 225832 01

() QRecords[ 1 011 DD LS iH3Hed o

- [ [ #mEHEER G E - 55h.
2. @, | ormEEREER R

3- |@. | ErRERESEERESE

4- | 6g. | BAMI3RE XE L LEIBEFTES EHE
5 | &L | #HE
6- | 1@, | AAIRE

L]

T Q@ |#MET-A®&-
8 | @, |MAEREA®.
9. | &9 | RFEH-
10 | k. | B CSVRKX(BATSHREZE@EH)-
11- | bkl | B2 CSV KX (BRELIEH)-
12- |8 | AFRGESLIFEH
13- |[@. | £& POF &%
14- | 2 | Bk E 2R3 EH-
&

15- MBI AME LRGN
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Sk Ea i

iF % 5Er

LR £ ¥ o3 =0 CSV/HTML/PDF % #2530

W

14
Start Date: 2012-08-13 12:32:29 End Date: 2012-08-13 13: 1.2DML @i -0

i IR Start Date:  2012-08-12 13:37:26 End Date: 2012-0¢ @

- LIKES i
Il:)ull SQL e B filename csv o ServerPLie: LKE % el e—
o @E?’éﬁﬂﬁ@ Client IP Server IP Server Tme SOL Verb Count
: 1011329 19216801130RACLE  DELETE 4 = h2p_rdd_20001.pdf
015 2012.08-13126543.019218) 2] filename.csv HCPPK_QUERY_C: 1014329 19216801130RACLE  INSERT 3 T 2. hdobe Acrobe? 0 Document

31344961 2012-08-13 12:32:35.0192.1§ £ HTML Document L IGHCP_ATTENDGRY EXE select rownum,b.s 1014320 19216801130RACLE  UPDATE 1 “ e 01576043

313449642012-08-13 12:32:30.0192.16 e s41192.168.0.157:8443 BEGIN hep P_CHEC 1921680.112192.168.0.1130RACLE  DELETE 16 . 5

313449652012-08-13 12:32:30.0192.18 ) " BEGIN hep P_CHEC 1921680112192 1680 1130RACLE INSERT 26 Firefox FERZANIRERILIETR 7

313449662012-08-1312:32:31 0192.16|  Firefox ERXAEARIRLIET 7 HCPPK_ATTEND_S 102168012192168.01130RACLE  UPDATE 50 i

31344967 2012-08-13 12:32:31.0192.16 . — SELECT CARDING, 102466012 1921680 1130RACLE  DELETE 2 (& BI&A, @) | Adobe Reader 70 (J8ER) v

313449682012-08-13 12:32:31 0192.1§ b Q): |Intemet Explorer (%) ] SELECT EMP_NO E iR ; o
MO, 192168012 19216801130RACLE  INSERT 6 o

313449692012-08-13 12:32:31.0192.16} ) ; SELECT OVERTIME it s (oeeoifaoRieiE’ DREE 5

313449702012-08-13 12:32:31.0192.16} . ’ SELECT A USERNS o -

31344971 2012-08-13 12:32:32.0192.16} [ St G E R R RE S - ) HCPPK_ATTEND_S 1:;}221027 ggjgggﬂggg:gtg ‘S'ESLEERTTE 12 [ Mt EEREMRRALEEN - @

313449722012-08-13 12:32:32.0192.16} SELECT CARDING. SR RO R 83

313449732012-08-13 12:32:33.0192.16} BEGIN hep P_CHEC 9 2

31344974 2012-08-13 12:32:33.0192.16) BEGIN hep P_CHEC 192468.1.26 192168.0.1130RACLE  DELETE 1

313449752012-08-13 12:32:34.0192.16) HCPPK_ATTEND_S 19268.1.28 192188.0.1130RACLE  INSERT 4

313449762012-08-13 12:32:34.0192.1§) SELECT CARDING, 192168251 192168.01130RACLE  DELETE 1

31344977 2012-08-13 12:32:34 0192 1 6brrr=yererer AL L e T select to_char(add 192168251 19216801130RACLE  INSERT 2

313449782012-08-13 12:32:34.0192.168.0.224 GPUSER 8-13 12:07:18 0JDBC THIN CLIENT SELECT EMP_NO E 192168299 192168.0.1130RACLE  DELETE 2 18

313449792012-08-13 12:32:34.0192.168.0.224GPUSER  2012408-13 12:07:18.0JDBC THIN CLIENT SELECT OVERTIME 192168299 1921680.1130RACLE  INSERT 6 12464

313449802012-08-13 12:32:34.0192.168.0. 224 GPUSER  2012-95-13 12:07:18.0JDBC THIN CLIENT select distinct over 192168299 192168.0.1130RACLE  UPDATE 1 12

31344981 2012-08-13 12:32:35.0192.168.0. 224 GPUSER _13 12:30:09.0JDBC THIN CLIENT BEGIN hep P_INSEF 192168841 19216801130RACLE  DELETE 2 14

) € Records to 20 of 165302 D () 3¢ S [P © @ records to20 of 20 () () g@_ A

2) IBM InfoSphere Guardium: Report Drilldown - Source: 1.2 DML - Mozilla Firefox

|| IBM InfoSphere Guardivm: Report Drilldow--- | < | =

wisudit < || Discover [ ] 192.168.0.157 https#/192.168.0.157 & wn -l [28- 5 o
e ==
sports || My New Repolfo o o sionstartafter: == 20120813123928 A
1.2 DML Fron 2012-08-12 13:39:28
Start Date: DBUserllameLike: LIKE %
Aliases: oFll S OH 5
i D ;Eo;“ors counce 2012-08-13 13:39:28
Client 1P = :

ServerlPLike: LIKE %

101.13.29
101.13.29
1011329 Client 1P Server IP  Server Type SOL Verb Count of Object Hame Total
192.162.0.113 ORACLE DELETE 4 s
192.168.0.113 ORACLE INSERT 3 s
192.168.0.113 ORACLE UPDATE 1 1
192.168.0.113 ORACLE DELETE 16 323
192.168.0.113 ORACLE INSERT 25 asz
192.168.0.113 ORACLE UFDATE 50 311
192.168.0.113 ORACLE DELETE 2 7
192.168.0.113 ORACLE INSERT s 12

192168.012
192168.012
19216808
192.168.0.8
1921681 .27

HTML 4r £

1921681 27 168.0.8 192.162.0.113 ORACLE DELETE 1 1 o
192.168.1 .28 Lusi LS OQEACLE MY

192.168.1.28 192.168.0.1130RACLE INSERT 4 80

192.168.2.51 1921638.01130RACLE DELETE 1 4

192.168.2.51 192.168.01130RACLE INSERT 2 2

192.168.299 192.168.01130RACLE DELETE =3 18

192.168.2.99 192.168.0.1130RACLE INSERT =3 12464

192.168.2.99 192.168.0.1130RACLE UPDATE 1 12

192168841 192.168.0.1130RACLE DELETE 2 14

€) €D Records [ 1| to 20 of 20 1D D <5 b HE B & o
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Customize Portiet

Repor: Full_SQL_By DB User

Basedon Ouery: Full_SQL_By DB User

Sk Ea i

Report:,

REAR

Based on ('.mery:‘J

WEEARAR Rkt

Title

Full_S0L_By_DB User

Title :

FAREERLA

Run Time Parameters

Skin ,

BRRAREAE

ClientP
Enter Value for Client IP

ClientPAddress

Enter Value for ClientIP ,

LR P 4+ 192.168. 2. 1
2.88e% 8 TR [W] & [X] RAAA -

DBUserhame
Enter Value for DB User Name

DBUserName

Enter Value for DB User Name

1. &% DB User » | - ADMINISTRATOR-
2.gR2s 6 TR [W] & [¥] RaAA.

QUERY _FROM_DATE
Enter Period From

»= NOW-JHOUR

(UERY_TO_DATE
Enter Period To

REHOTE_SOURCE
Remote Data Source

ServerP
Enter Value for Server 1P

LIKE 152168035

SHOW_ALIASES
Show Aliages

[ )On( ) Off Defaut

Presentation Parameiers

GROUPING_SUB_TYPE
Choose Grouping Type .

HEHEABFETH.
Choose A Group Type Or Sub-Type to Group By +

Choose A Group Type Or Sub-Type to Group B

Group Type: COMMANDS

Group Type: Server P

Group Type: USERS

iGroup Type: OBJECTS

Group Type: SOURCE PROGRAM
Sub Type: Programs
Sub Type: fsdf

{Group Type: Client IP

fetchSize
Wax. records per page

refreshRate
Refresh rate (seconds)

QUERY_FROM_DATE

Enter Period From ;

| S panan

Uppgmnn.

www.taifon.com.tw

QUERY_TO_DATE

Enter Period To ;

HRER | g geman,

Uppgman.

Your Solution Partner




Customize Portiet

Repor: Full_SQL_By DB User

Basedon Ouery: Full_SQL_By DB User

et des]

Title

Full_S0L_By_DB User

REMOTE_SOURCE

Remote Data Source ,

Run Time Parameters

ClientP
Enter Value for Client IP

ServerPLike

Enter Value for Server [P .

L &% Server [P 10.10.2. 9
2.ERAY H TA[W] & [¥] K&AE -

DBUserhame
Enter Value for DB User Name

QUERY _FROM_DATE
Enter Period From

»= NOW-JHOUR

SessionStartAfter

Enter Value for Session Start .

% 7 Session &

(UERY_TO_DATE
Enter Period To

SHOW_ALIASES

Show Aliases g

3%7{5@ 138 On © Off U defaut

REHOTE_SOURCE
Remote Data Source

ServerP
Enter Value for Server 1P

LIKE 152168035

SHOW_ALIASES
Show Aliages

()on()or

Presentation Parameiers

fetchSize
Wax. records per page

refreshRate
Refresh rate (seconds)

fetchSize

Wax. records per page ,

Brsads(Rh 1 rA100).

50
0 |,

www.taifon.com.tw

refreshRate

Refresh rate (seconds) ,

RERKEHAR()ARH 00 RAEHEER): |

Your Solution Partner




SR EE AN
FE P FIH

Report: Full_SQL_By DB User Based on Query: Full_SQL_E

Title Ful_SQL_By DB User

Run Time Parameters

ClientlP
Enter Value for Client IP

-
DBUserMame .P el
Enter Value for DB User Hame P
QUERY_FROM_DATE MOV -1 Dy

Enter Period From

QUERY_TO_DATE
Enter Period To

REMOTE_SOURCE Remote Source P\ iﬁ ﬁ 9 _:L_.

Remote Data Source

P
e % I:%Collector i 5]

Enter Value for Server IP

SHOW_ALIASES (7) On (©) Off (%) Defautt ﬁ’ g B:_}b ,].

Show Aliases

Presentation Parameters

fetchSize
Max. records per page

refreshRate
Refresh rate (seconds)

QUERY_TO_DATE
Enter Period To

REMOTE_SOURCE m@-

Remote Data Source —none —

| , .
ServerlPLike LIKE i%? j& COI 1 eC tor ::_'_ %

Enter Value for Destination Address

SHOW_ALIASES () On (T) OFf (7) Default
Show Aliases

Presentation Parameters

www.taifon.com.tw Your Solution Partner



AP Sk Ea i

== 2012-12-10 00:00:00 M E
44 4 December 2012 F kb

SR IPEPEY] su | Mo | Tu |We| Th| Fr | Sa |72y
1

2 3 4 5 o F &
9 1 11 12 13 14 15
15 17 18 19 20 21 E{
23 24 25 26 2F 28 29
30

- 31
() 0On ) OFF "”f- Defaut

minus 1 -

(e ) (o

Minute
Week
KManth

QUERY FROM_DATE »= NOW -1 DAY
' — A #; ¢ ];E ¥

Enter Period From
g e IT 7 J} R

QUERY TO DATE = NOV j_‘d
Enter Period To

Your Solution Partner
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You have 1 item on your To-do list

View | Quick Start | Monitor/Audit &* | Discover | Assess/Harden Comply || Protect | Capture/Replay

Build Audit Policies || Build Reports & My New Reports | Privacy Sets
Custom Reporting "

Track data access

Track exceptions

[

5 i N ’>

- B

v

L >
Track policy violations Define how information
should be presented

=01
Track sent alerts

<)

Track rogue connections

Place report
on portal page

o> Access tracking builder @ Report builder
@\ Exceptions tracking builder
&1 Policy violations tracking builder
| Flat Log tracking builder
g Alert tracking builder
7' Rogue connections tracking builder
& Audit Process tracking builder
B Groun trackina builder

You have 1 item on your To-do list
View || Quick Start || MonitorfAudit &* || Discover || AssessiHarden

&, Group builder
¥ Alias builder
{2 Time period builder

Comply || Protect || Capture/Replay

Build Audit Policies || Build Reports &* My New Reports | Privacy Sets

Custom Reporting

Query Finder

Cuery Name - Select s Query —
Report Title — Select s Report —
Main Entity — Select an Entity —

www.taifon.com.tw

Sk Ea i

HHE

FHEE A

: &S
Track data access ;

RARGAUET -0

8

.

==
Track exceptions

HABRRUARNT -

s

2

Track policy violations

FREASHAREGALT -~

€ >
Track sent alerts .

EgfAlert HhetHARMANE -0

—‘/
Track rogue connections a

M ERRARARFANT -

Define how information
should be presented

CEHRANERRGUARREATABH -«
H THRANESAREEAAHE - REET
Ze AR o

[ New... H Search

ﬂ )
S

Place report
on portal page

a

HUEBAAIHNE -
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et des]

244 ()

View | Quick Start | MonitorfAudit ¢* | Discover | AssessiHarden | Comply | Protect | Capture/Replay

Build Audit Policies || Build Reports ¢ My New Reports | Privacy Sets
Custom Reporting

New Query - Overall Details N Query Name v ﬁ’;f] »
- Repor 45 % #

Main Entity:if #% 5 #8488 (1
o fE e kR ALIR 4 )

i P~Next

You nave 1item on your |0-go st
View || Quick Start | Monitorfbudit & | Discover | AssessHarden Comply || Protect || Capture/Replay
Buid Audit Palicies || Build Reports &% | My New Reports | Privacy Sets
Custom Reporting
Entity List test @

__IClientiServer Itain Entity: Client/Server By Session DAdd Count DAdd Distinct Sort by count

__lsession X E=E Query Fields
Seq. Entity Attribute Field Mode ‘Order-by Sort Rank Descend

g A4 - Zd R4

_IAccess Period —_ =

ClsaL R . .
ClFuLL saL = lEdEntl ty L].St
_IFULL SOL Values
_l Application Events -—‘;TI ;}“z_ﬂ 3‘%? )\ §F it\, JJ\
Cliobinte 7

_IApp User Name
_ICommand
_l0bject
__lobject/Command
—lJoin

—IField
__lobjectiField
_lQualified Object
__IField SQL Value

(D) Addition mode: @ AND () OR [_|HAVING Query Conditions
Entity Agg. Attribute ‘Operator Runtime Param.

www.taifon.com.tw Your Solution Partner



22 E(F)

p——

View | Quick Start & || Discover

Buid Audit Policies | Bulld Reports ¢ || hy New Reports || Privacy Sets
Custom Reporting
Entity List -

Aciientiserver
&

Full_saL_Text
Main Entity: FULL SQL
Timestamp ) 3=

seq

[&] 1

Entity
FULL saL

Attribute
&) Timestsmo Date .

imestamp
&) Timestsmp Time

) Timestsmp
WeskDay

& Timestemp Yesr
S server Tupe

. 00 e ome

Comply || Protect | Capture/Replay

Query Fields

Fiel
val

1d Mode.

lue -

Orderby

[}

G5000 - Central Manager - Aggregatol

[[ aga count [ aga Distinct

Sort Rank

S B i- B x
®

Sort by count

Descend

&3 source Frooram

TAXS Ciient MAG

(D)) Addition mode: @ AND () OR [_|HAVING
Entity Agg.

Attribute.

hesti"
Name

Client Host

Query Conditions

Operator

Runtime Param.

(001 Adiionmoc: (Q)ann ("o [ [ams

Query Conditions

Entty Ay Afribute

D WHERE  Client/3ener  — Timestamp

Operator

IN ALIASES GROUP

INDYNAMIC A

LIASES GROUP

IN DYNAMIC GROUP

INGROUP
INPERICD

15 NOT NULL
1S NULL

LIKE

LIKE GROUP
NOT IN ALIASE

NOT IN DYNAM
NOT IN DYNAM
NOT IN GROUF

S GROLP
|C ALIASES GROUP
ICGROUP

B

[ Generate Tabular I r

_Regenefate

| \ Add to Pane...

www.taifon.com.tw

et des]

B-iri t Entity:E » 3R & p
Add Field:3F 4 _LERP* P
Add Condition: if i#

P

Condition® “0peratorif ¥

g e

e

FTZEAE T ey B A

< =

I T S St

T EFEAE P AT EE

=

FEHF-EAE Py BLE

Pt

RA- A T EIBAE

> =e

RF-FEFE T EIEE

IS NULL~

2 & oy Fokle

IS NOT NULL~

P A A5 AR FH ke

LIKE-

22 AR B R E B - FarPteak r PR ASFTE TS
TS tea i F B » 4w ¢ rfea Jed rFam steame

LIKE GROUP-

F & F S ATAEAAAF Group P AT e B E - o

NOT LIKE-~

FEAT S TS PR ey R A R A - -

REGEXP-

88 71= P 3 Eéﬁ?$ =+

IN PERIOD-
or+

NOT IN PERIOD-

BENAEAA IR A SR A A BT AR AR e FA - -

IN GROUP+~

or+

NOT IN GROUP-
or+
CATAGORIZED AS-
or+

CLASSIFIED ASe

FRAF Group FAFIREZ R A ey EA LA 875 Group + PRr3x i
st ey F o - o
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3+ - ﬂ:%: ( Q;—) Stz el

1) i o R b ey s
My ko Ak O Rale P, **Query Condition® ¢Runtime Param:% ¥

DWHEHE UentBener el UE Yl v‘

Value TR I SRR ES S

Pame Parameter ﬁ;;] IN ’; HEFE P ook endit o
L Attribute k2 Bk e o

_Iclient/server Iain Entity: Session Add Count Add Distinct |:| Sort by count

I session XE® Query Fields

Entity Attribute Field Mode Sort Rank Descend

k=3

I server IP/Server
Port

— App User Name
| Application Events

_IFULL 501 Values
_IFuLL saL

—IsaL

& xR i, B
jiccess P:riod . | Save 9
v Generate Tabular -

— ObjectiCommand [%)(T)(7) Addition mode: @ AND () OR [|HAVING Query Conditions

_Join Entity Agg. Attribute Operator Runtime Param. : Add TO My New Reports

1 Field SQL Value D WHERE Client/Server . Server [P LIKE Parameter SenerlPLike

i

I qualified Object ] awo ClientSever ~ — Client IP LIKE Parsmeter v Client P K} Ba Ck 2 E? J
% = I
5

—IField O ano Client/Server — DB User Name LIKE Parameter DB_lUser —~

Client/Server Client IP Value -
Client/Server Semer IP Value
Client/Server Sever Type Value
Session Database Name Value
Client/Server Senvice Name Value
Client/Server DB User Name Value

Client/Server Source Program Value

Elsf=l=li=l=l=l=!
OoOooOOooE

[ Celete H_E’L'L—]-[——Eﬂlﬁh—‘]-l Save ][ Back ]

I[ Generate Tabular H Hegenerate ] [ Add to Pane... L I Add to My Mew Reports
1
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et des]

5%

Build Audtt Policies | Build Reports || My New Reports e Privacy Sets

Ful S0L_By DB User  TulLSQL By DB User

2012-12-22 07:22:18 End Date: 2012-12-22 10:22:18
Aliases: ClientlP:  LIKE

DBUzerhName: LIKE erverlP: LIKE %,‘;{\My New Repor‘téj; Z:l:\’ ,

Full SGL 1D Timestamp Client IP DB User sion Start Source Program Full Sql Count of FULL QL s

No data found =1 LE Pl :|.’ 28 L2 N 7R
@ @ Records |+ Jtoooto D ¥ b |y H S O / T S O R £

https://192.168.0.140:8443 /queryBuilderDirectOpen. querySelectedfselectedQuery=Admin+Users+Sessions+ Daily+Re

Entity List N )

ntity Lis [¥] add count || Add Distinet ] Sort by count
Aclient'Server XEE Query Fields
3 Timestame . Entity Field Mode Order-by Sort Rank Descend

9 Timestamp Date Client'Server Client IF Value »

) Timestamp Time Client/Server Server IP Value

9 Timestamp Client/Server Server Type Value -
N .
UeeDey Session Database Mame Value -

.
=i Timestamp Year o .
‘) Client'Server Service Name Value

B server Type
23 Client IF

Client/Server DB User Name Value -

Client/Server Source Program Value »
il server P
8 Sessicn Sessicn Start Value «

%] Metwork Protocel

OoocoooooO
OoocoooooO

9 Client/Server Timestamp Value -

5 B Entity 2,

;;;mn () (0)(3) Addition mode: (@ AND (Z)OR [“Thaving Query Conditions = <§t
Entity Attribute Operator Runtime Param.

by DB User Name

WHERE Client/Senver Server IP LIKE Parameter Server|PLike 3
@ Source Program 3
AND Client/Server Client IF LIKE Parameter Client_IF E

N CE Protocol

TAXS Client MAC

AND Client/Server DB User Name LIKE Parameter DBE_User
host#" Client Host

Jame AND Client/Server Source Program LIKE Prog_Name E Regen e ra t e 9

ek Service Name

3% seneros

é.o Client 05 BaCk ‘E E? :l z
OS5 Uses

hosts" Server Host
dame

b 1
[ pelete |[ cone |l -peies=—f{| save || Back

Generate Tabular ] I Regenerate IH‘ Add to Pane, | [ Avche-bo-hhy-NevrREDT:
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%= | @ hitps//192168.0.140:844 5 /sglguard/media-type/html/user/infosec/page/detault. psml/js_pane/F-13b2t [

e ——————
w Query Builder - Mozilla Firef
IBM® InfoSphere™ Guardium
L / % C | lient+IP: tedQuernyIndex=30

View ¢* || Quick Start || Monitor/Aul

Overview
DB Activities =

Activity By Client IP
Database Servers \
DML Execution on Sensitive Objes 1

M5 Access

IM5 Data Access Details
IMS Event

IMS Object

Sensitive Objects Usage
Sessions By Server Type

- Google

This default query can not be modified, so if you want to apply changes to it you will be prompted
to save the changes to a clone.

Please Note: Changes made to a clone of this query will not apply to the original, thus will have

no effect on the report from which you are opening this builder (you will need to generate a new
report for the clone).

@ Query Builder - Moxzilla Firefox

| @ https//192.168.0.140:3

Entity List l e
clienuserver : [¥] add count || add Distinet [C] Sort by count % O I I e

_Isession Query Fields
lserver IPiserver - Field Mode Sort Rank Descend

S ' o B’ EITIEL ;Bs;%

%lAgQI\cation Events j Value -

St Save->
[ access Period N7 D M

S AT H E\a‘H'J",fEntltyé

Ll obiecticommand (30 (1) (1) Addition mode. ND () OR [_|HAVING

Conditions

T Join Entity . i -
[ IField 50L Value WHERE  Gommand CommandlLike 4 a V e

1 Qualified Object Object ObjectNameLike
L IField Client/Server ServerlPLike

s = »  (Generate Tabular->
Add To My New Reports
Back i3

| Generate Tabular | Add to My New Reports
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¥ * 1nfosec user® »,Discovery->Audit Process Builder,
BqEfE p PR A, " Hedp TR A R F E BT A

¥You hawve & items on your To-do list
Wiew | Quick Start r-.1l:ln'rtl:lr.-'.-fuud'rt"| Discover &~ [Assess.-’Hﬂrden Comphy

Classification /' T Audit Process Builder

e Audit Process Finder
CIESS!ﬁCEtIUI‘I_ F'ru:lc:e_ss B Filter (@) show all (7)) active only |
Clas=sifier Policy Builder — -
Guardium Job Queue

Protect | Capture/Replay

T inactive only
Apooliance Monitorino

Daily_Audit Report

Guardium To Arcsight Report

[ Mew. .. ][ Modify ][ Clone ][ Delete ]

Comments... ] [ Wiew Results ] [ Run Once Mow ]

Process Status

Last Run
FOEEEEE D Ran At Receivers Outstanding Errored Tasks
Not Seheduled No priocr resull found
1431/13 8:00 AM 1/30/13 8:00 AR 1

Guardium To Arcsight Report 1/21/12 7:00 AM 1/20/12 7:00 AM O

Appliance Monitoring
Daily_Audit  Report
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5 F s I

5 ﬁiﬁ %‘ @l ﬁ?'/""%g-

Audit Process Builder

Audit Process Definition ®

| Description sitive Object Access Detail Daily Report | #‘: - ‘ > _‘é—'ﬁ + & %
2, 2
Active [ There is no schedule assooiated with this process F] L E] M z.\ r’ ‘P“
Archive Results D

.
Keep for a minimum of 0 days or 5 runs / Ma 1 1 %%_g‘g
c i I [¥] Zip CSV for mail
Email Subject: Sensitive Object Access Detail Daily HEI}DI‘ITI

Wiew Run Once Now Modify Schedule...
Receiver Table / Add Rece 1 Ver

Receiver Action Req. To-Do List Ermail Notif. Cont. Appw. if Empty
Add Receiver % r PN l’]/( /fl-' '{
Receiver name infosedinfo sec) - Search users ]
. y 2, ~
Action Required "ﬁ" Review () Sign ,‘ 3%’ ﬁ E}kﬁ z:t\' 3 F)\ 2
To-Do List [V] Add [

Email Notificatien (= Mone (7 Link Only (@ Full Results

[¥] POF [C] CSV
Continuous
. lo , x’
oprove fEmpey (1] 1= \ Fe ez A g add e

e

PN
Wiew Run Once Now Modify Schedule. ..
Receiver Table
Receiver Action Req. To-Do List Email Notif. Cont. Appv. if Empty
[x)infosec i@ Review () Sign i No (%) Link ]
(info sec) i@ Full Resultz e 4.. »
= 2 2% o7 B EE“‘: pad s N :
[¥] POF [ CSV o Sk ¥ F AT E\t
—frtt-Reeeiver + 7 7 ’
PR SR 2 it X g3

Receiver name -——————— - Search users ] T P .
Action Required (@ Review (7 Sign §F 1~ T}é ;\‘
To-Do List [¥] Add
Email Notification (@) Mone (7) Link Only (=) Full Resulis

Continuous
Approve if Empty |:| es

Add
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ﬁﬁ“#iﬁ % ﬁl F/n'-fi(ﬁf)

Audit Tasks

0 [H [ = Report: Sensitive Object Access Detail Daily Report [Sensitive Obiscts Usane] 2 > :
B . % ¥ Audit Task

Description Sensitive Object Access Detail Daily Report

- - . - . . e - . ' au & <>
Task Type (@ Report () Security Assessment () Entity Audit Trail () Privacy et () Classification Process ;J'ft 1.1:“Task r %‘F_

- ' Task Type :Report

Report Sensitive Objects Usage
CSV/CEF File Label Sensitive_Objedt_Acoess Detail _Dal _% 21 é» 3
Export CSV file [ ] B’\ vy L ¥
Export CEF file [
Export POF file [
Write to Syslog |:|

Compress

POF Content (@) Report (7) Diff (7) Report and Diff

fask Parameters

4Cn aggregators, only reports not exceeding the maximum merge period locally defined as 32 dRys will be executed.
Enter Period From NCW -1 DAY =)

Enter Period To MOW E_‘;ﬂ

Show Aliases (7 On (7) Off (@ Default

Remote Data Source - none -

‘""“*

Add ;}Lmt Task

Roles

No roles have been assigned to this Process

[ Delete H Clone ﬁdCumm&nts ]

[ Refresh H Apphr H Back ]
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TR
Active
i#Activ
Savefs
BEIE BT

Chanaging the Active status will affect the execution of this pre

ess on all machines under this Central
Management system. Continue?

Audit Process Definition
Description Sensitive Objedt Access Detail Daily Re
Active [¥| There is no schedule associated with this process

Archive Results || w7l
Keep for a minimum of 0 daysor B uns

7 5B FB3E Run Once Now
. --_-_ . ‘ \?‘ 7:_, ._.'»’ DY ':
“ﬁmmﬂ&mm1 £ R EFEER AR

Vew | FunOnceNow ||| Modiy Sched..

Receiver Table

Audit Process Builder

Schedule Definition Y N Va2 N
Thizs =chedule only applies to this unit ‘:*vk 'L% 33 E\E FI:!IE ’ 3& ﬁp
Start Time & a.m. - o 00 -
Restart Run only once -
Repeat | Do not repeat within the hour
Schedule by... DayWeek -
Sunday [f] Monday [of| Tuesday [f] Wednesday [f] Thursday [f| Friday [Jf| Saturday [F]
[ Ewvery day ]

Schedule Start Time E {optional future time)

[ Save ] [ Back ]
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| T |
wWiew Quick Start || Monitorfaudit || Discower Assess.-’HﬂrderI | Comphy J. qut&ct Capture/Replay

Compliance Automation
an 1y
&L

Use an existing Report, Assessment or Privacy Set

Define an
Audit Process

=

Track data access
- !\ Define how information F £

o > T
Track exceptions should be presented e E,::'
-
Define an

Assess data access
- Audit Process

'-.;— =
Track privacy

‘.:i‘ﬁ'"-'dit Process builder oft" Access tracking builder @ Report builder
& To-do list ol Exceptions tracking builder
g=| Flat Log tracking builder 2B Group builder
) Assessment bailder & Audit Process tracking builder WY Alias builder
& Privacy set builder &5 App events tracking builder
= Alert tracking builder
ﬁ workflow builder ﬂr Rogue connections tracking builder
g!. Group tracking builder
=

e et e Al e B ) W
[Ty
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I Modify Existing Groups I_

Account Management Cormamands
Acoocunt Management Frocedures
Active Users

Admin sers

Administraticn Objects
Administrative Commands
Administrative Programs

ALTER Commands

Application Privileged Commands

SAouto Generated Calling Proos Populate from Query

(meen [ smee ) [mesn ] [ come ) b ¥ I ehGroup

Flatten All Hierachichal Groups Scheduling

@& Flattening Al Hisrachichal Groups is currenthy not scheduled for execution.

Modify Schedule... Run Once Mow ~ A4
Lo " T 3 ¥ 274 Group

Create NMews Group I_
Application Type FPublic

Group Descripticn

Sroup Type Description
Group Sub Type Description
Category

Classification

Hierarchical [ |

Modify Existing Groups
—filtered—

SAP - PCI

SAP App Servers

SAFP DB Servers

5AF HR Sensitive Objects
Select Command

: Sensitive Objects

seem o | s #xoensitive Objects
a‘& JSen31tlve Objects

LSPECIAL CASE Source Proaram

[ Auto Generated Calling Prox ] [ Populate from ﬂuer\r\
| Roles.. |[ cione |[| moaity |

Flatten All Hierachichal Groups Scheduling
@@ Flattening Al Higrachichal Groups is currenthy not scheduled for execution.
| Modify Schedule.. | [ Run Once Now
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Manage Members for Selected Group
Group Mame Sensitive Objects
Group Type COBJECTS

Category [ Modify Category ]

Group Members  Fiter[ | &
activity

CARD_ID

zales

#-Sensitive Objects ¢ @iy »
¢ ¥ & Add
Wit d T f}:iﬁi;f] ~ t¢ 3% Back 3 H

Please select one of the following options

Create & add a new Member named A::I:IrEs.sI

Rename selected Member to

Delete selected Member

[ addcomments | [ Adiases.. | [ LpaP | [ Back

Create New Group

Application Type Fublic %fri%, Group

Group Description DCL_Command

Group Type Description COMMANDS ‘Q\T’%ﬁ'i‘a’ - %”5/\ DCL Command E’J/je{z‘i “_E'_

— 3 » Group 7 4
jo— Group Type 3% # ¢ Groupsg 3|
¥ #% Add

£ % Modify % # 4 p %
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