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rom: mail [mailto:anenigma@xtra.co.nz]
Sent: Wednesday, July 26, 2017 1:C2 PM

ESEAR  EATEERT CREFEHLEZRRINME -
REANEBMR LIRIE?

HSEMNEERE A BZERCRERIE WETEFRS, NIREFEE
BENE FE4 SRS BE BIEMAXSTEA -

2EE  HABOEHNE FEHEFMENAE B STEZSNER -

HEE EFHAZER

'® http;//www.hororatanurseries.co.nz/chinese_dco/crypt/connect. php?email=romeman@mail tku.edu.tw
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Ooops, your files have been encrypted! Chinese (trditione. w

O N T AR ?
BH—SABEXARENERET .

A, B, XB. BES. #8. WHXHE. X, BEHEAUS
*AWSBMET, BEFEERITM.,

AH—-REFRRFAREOES, SATERLRRRELFOHE, B
Payment will be raised on | RailRCRE alel -t SANTE EEY P RUE 2 e 2 S

SM5/2017 23:41:55 ﬁ-&ﬁmaﬁmxmmﬁ?ﬁq
Time Left EARETRESH ., RRERAFKMO B iﬂn:rf“"" el

WIET S H B G RABTS, N

(BE 24 Mey, HFRERIRIAEIHE,

WRE Decrypt> IR, UL RTE -2

: WiRE.,

Your files will be lost on Bl oG a i, BESRERE,
511972017 23:41:55 EEMBIFTLETZSMMOR, HeHaaHm, €/

2 SR T,

Thme: Lok B IR 2 A RA, ATSXRAKTNE,

= —HEN AR, BEAEREFT.
$17, STEWRE, H¥ELERBRTRAOBA, 1

Send $300 worth of bitcoin to 1

T 12t3YDPgwueZ9NyMgw519p7

Contact Us

Check Payment

Private key will be destroyed on
10/20/2013
12:37 PM

Time left

72:34:50

Your personal files are encrypted!

Your mportant fiies encryption produced on this computer: photos, videos,

documents, etc. Here is a complete st of encrypted files, and you can personaly verify
this.
Encryption was produced using 3 unique public key RSA-2048 generated for this

computer. To decrypt the fies you need to obtan the private key.

The single copy of the private key, which will alow you to decrypt the files, located
on a secret server on the Internet; the server wil destroy the key after a time
specfied n ths wndow. After that, nobody and never will be able to restore files...

To obtain the private key for ths computer, which will automatically decrypt fies, you
need to pay 300 USD / 300 EUR / smiar amount in another currancy.

Cick «Next» to select the method of payment.

Any attempt to remove or damage this software will lead to the immediate
destruction of the private key by server.
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Anti-Fraud Area, Ministry of Education

ST, ﬁ'ﬁ'-ﬁﬁ%’ﬁ%ﬁﬁjﬁﬂgﬁ CEsE | OeE DA

HETMM3IEEA13 14 16 - 20 - 2HEMIIEEZEASHEHNBEEZTEESERTREE2WTE ( SEMER - HEEZER/AFIEE
B -TERE  BEEEHEREIESESE) 113-08-15

THRESES "HEHMEZFHES, @ 113-08-09

e https://www.edu.tw/AF/Default.aspx
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<Oy mumune 1652 R 5RIE
@ " National Police Agency,Ministry of the Interior
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. {EFHiMessage
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PEREIEA GFABRTA — 55 Ki%
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HTREIRER

© P RINEFF 165 > A B S (npa.gov.tw)
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